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1. He.]'lb H 3aJa9M Oﬁy‘leHHH o TMCHMIIJIMHE

Hear  gucuumimubl:  JucuurmumHa — “TexHosioruss  MOCTPOEHUS]  3alIMIIEHHBIX
ABTOMAaTU3UPOBAHHBIX CHUCTEM’ HMEET LENbI0 OOYYHUTh CTYACHTOB METOAMYECKHM BOIIPOCAM
onleHKA 3()(HEKTUBHOCTH CIIOKHBIX CHUCTEM, HMPUHIUIIAM XpaHEHHUs, 00pabOTKH W mepenadu
nHpOpMAIMM B aBTOMATH3MpOBaHHBIX cucTeMax (AC), moka3aTb WM, 4TO KOHIENus 0a3
JaHHBIX CTaja ONpeAesomuM (AKTOpOM TMpH  co3AaHUU  I(P(EKTUBHBIX  CHCTEM
aBTOMATH3UPOBAHHOW 00paboTku mHPOopMaruu. Ocoboe BHUMaHUE HEOOXOAMMO OOpaTHTh Ha
BONPOCHI 6€30MacHOTO (PYHKIMOHUPOBAHHS aBTOMATU3UPOBAHHOMN CHCTEMBI.

3aauyu AMCUUIIMHBI: aTh OCHOBBI
®  TIOCTPOCHHUS M IKCIUTyaTalliy CUCTEM KOHTPOJIS IOCTYIIa
® CHCTEMHOTO TOJX0Ja K ImpobieMe 3amuThl HHGOpMaIi B aBTOMaTH3UPOBAHHBIX CHCTEMaxX

(AC);

® MEXaHHM3MOB 3aIIUTHl HHPOPMALMH U BOZMOKHOCTEH 10 MX PEOO0ICHHUIO.

2. MecTO TUCHUIJIMHBI B CTPYKTYpe OCHOBHOI1 00pa3oBaTebHOi mporpammbl (OOII)

Hucuunnuna «TexHoNIorusl MOCTPOCHUS 3alllUIIEHHBIX aBTOMATHU3UPOBAHHBIX CHCTEM»
OTHOCHTCS K BAPUATUBHOMN YaCTH U SIBJSIETCS 00S3aTEIIbHON JTUCITUTIITTHOM.

JIst yeenrHoro yCBOSHUS TaHHOW TUCIUIUIMHBI HEO0X0IMMO, YTOOBI CTY/IEHT BIIAJEI
3HAHUSIMH, YMEHUSIMH W HaBBIKAMHU, C(HOPMUPOBAHHBIMH B TIPOIECCE W3YUEHUS JTUCIUTLUIHH
«SA3p1kH TIporpamMmMupoBaHuss», «OCHOBBI MH(DOPMAITMOHHON Oe30macHOCTHY, «ba3bl JaHHBIX H
SKCHEPTHBIE CUCTEMBIY.

Hucuunnuna « TexHoJIorusl NOCTPOCHUS 3alllUIEHHBIX aBTOMATU3UPOBAHHBIX CHCTEM»
SIBJIIETCS] IPEAIIECTBYIOMIEH 11 MPEAIUIUIOMHOM MPAKTUKHU 1 BbinoJHeHus: BKP.

3. IlepeyeHb MIIAHUPYEMBIX Pe3yJIbTATOB 00yYeHHS N0 JUCIHUIIUHE, COOTHECEHHBIX €
IVIAHUPYeMbIMH pe3yJjbTaTamu ocBoeHust OOII

[Ipouecc 00ydeHus MO OUCHUIUIMHE HAMpaBlieH Ha (OpPMHpPOBAHHE CIIEIYIOUIUX
KOMITETCHIIUH:

CIIOCOOHOCTBIO BBIMOJHATH PabOThl 0 YCTAaHOBKE, HACTPOMKE M OOCITYKUBAHUIO
MPOrPaMMHBIX, MPOTPAMMHO-AMNMNAPATHRIX (B TOM YHCJIE KPUINTOTrpapUUecKUX) U TEXHUUYECKHX
cpeacts 3anuthl nHGopmarmu (ITK-1);

CIIOCOOHOCTBIO  aIMUHUCTPUPOBATh IMOJCHUCTEMBbl HH(OPMALMOHHONW  0O€30MacHOCTH
o6bexTa 3ammthl (ITK-3);

CIIOCOOHOCTBIO y4acCTBOBaTh B palOTax MO peanu3alud MOJUTHKUA HH(MOPMAIMOHHON
0€30MacHOCTH, TMPUMEHATh KOMIUIEKCHBIM TMOAXO0JI K oOecrneyeHu0 HH(OPMAIMOHHON
6e3zomacHocT 00bekTa 3auuThl (ITK-4);

CHOCOOHOCTBIO MPUHMMATh Y4YacTHE B OpraHu3allil ¥ COMPOBOXKIECHUU AaTTeCTAlluU
00beKTa nHpopMaTH3aluu 1Mo TpedboBanusaM Oe3onacuoct uHpopmanuu (I1K-5);

CIIOCOOHOCTBIO TMPUHUMATh YYacTHE€ B OpraHU3ald M TPOBEICHUH KOHTPOJIBHBIX
MPOBEPOK PabOTOCTIOCOOHOCTH M YPPEKTUBHOCTH MPUMEHSIEMBIX MPOTPAMMHBIX, MPOTPAMMHO -
anmapaTHBIX ¥ TEXHHYECKUX CpeacTB 3amuThl nHGopmarmu (ITK-6).

B pesynbraTe o0yueHus Mo JUCHUILTHHE, 0Oydatomuiics nomken (3YH):

3Hamo:
(31): cMbICH 1 METOIBI A0CTPArMPOBAHUS TaHHBIX;
(32): obnacTu mpuMEHEHHs U STalbl MTPOSKTUPOBAHMS aBTOMATU3UPOBAHHBIX CUCTEM;
(33): kpurepun 3anuiieHHoctu AC;

ymemw:



(V1): oTobpakath mpeIMETHYO 00JIaCTh Ha KOHKPETHYIO MOJICITb JTAHHBIX;

(Y2): nonp30BaThCs CpEACTBAMM 3aILUTHL, IPEIOCTABIAEMbIMU KOHKPETHBIMU AC;
enademn:

(H1): pabotsl co cpencTBamu moaep:kanust HHTEpderica ¢ pa3InIHbBIMA KaTErOpUIMHU

nosib3oBareneit AC;

(H2): pa3paborunka u ammunuctparopa AC.

4. CTpyKTypa U coaep:kaHue y4eOHOH TMCUMILIUHBI.

OO6pa3zoBarenbHast 1€ TENbHOCTb 10 AUCLUUIIIIMHE TPOBO IUTCS:
- B (hopMe KOHTAKTHOH pabOTHI 00YJAIOUINXCS C MeAarOrHIeCKUMH pabOTHUKaMU
OpraHu3aIuy 1 (WJIH) JIMIAMH, TIPUBJIEKaeMbIMH OPTaHU3aIMeH K peaTn3ayy 00pa3oBaTeIbHBIX
IIpOrpaMM Ha UHBIX YCIOBUSAX (Jjajiee — KOHTAaKTHas paboTa);
- B (popme caMOCTOATEIBHON PabOTHI.
KonTakTHas paboTa BKIItOYaeT B ceOsl 3aHATHS JEKIIMOHHOTO THIIA, 3aHITHS CEMUHAPCKOTO THTIA
(ceMHHAapBI, TPaKTUYECKUE 3aHSTHS, JTa0OpaTOpHbIE Pa0OTHI, MPAKTUKYMBI), TPYIIIOBbIE U (WJIN)
WH/IMBHUyAJIbHBIE KOHCYJIBTAIMH, B TOM YHCIIE B 3JIEKTPOHHOM WH(OPMAIIMOHHO-
oOpa3oBaTeNbHOM cpeje.
O603HaueHus:
JI — nexumwm, 11/p — nabopaTopHbie padoThl, TI/p — mpakTudeckue 3ausatus, KCP — konTposs
camocrosTenbHoi paboTel, CPC — camocrosiTenbHas padota crynenta, MOP — untepakTuBHast
¢dopma padoTsl, K — KOHTpOIIB.

4.1. Cooepotcanue OucyuniuHwl.

Conepxanue dopmupyemsle dopmupyemsle
KOMIIETCHIINH 3YH

Pazpen 1. Teopernueckue ocHOBBI ocTpoeHus u kciuryatamun AC. | TIK-1, TIK-3, T1K-4, 31, V1, H1

Yrpossl 6e3onacuoct AC [K-5, T1K-6

PaccMmaTtpuBaeTcst HCTOPHSI U POITb ABTOMATH3UPOBAHHBIX CHCTEM,
MOJICITH JIAHHBIX, KPUTEPUH OIICHKH 3allUIICHHOCTH,
MEXIyHapOIHbIC CTAHAAPTHL. PaccMaTpHBaOTCs yrpo3bl
6e3omacuoctr AC ¥ UX OIlEHKA

Pazpen 2. ApxuTekTypa U MPOEKTUPOBAHIE 3ALTHIIECHHBIX CHCTEM. 32,V2,H2
Peanusanus mexanu3moB Oe3onacHoctd AC.

PaccmaTpuBaroTCsl PUHLUIIBI TOCTPOSHUS 3AIIUIEHHBIX
aBTOMaTU3UPOBAHHBIX CHCTEM, OHATHE KayecTBa U 3(PPEKTHBHOCTH
TaKUX CUCTEM, 3aJ[a4M U 3TaIlbl IPOSKTUPOBAHUS CUCTEM.
PaccMaTpuBaroTCst METO/IBI peasTU3alyi Mojieseii 0€30MacHOCTH.

Pazpen 3. Pactipenenennsie 3amumeHasie AC. 33,V2, H2

PaccmaTpuBarOTCS PUHIHUIIEI TOCTPOSHHS PACTIPEACICHHBIX
3aIHUIIEHHBIX ABTOMAaTH3UPOBAHHBIX CHCTEM M MEXAHNU3MBI 3aIl[UTHI.

DK3aMen 31,3233, V1, V2,
HI, H2

4.2. Obvem oucyuniuHul, 8UObl y4ebHOU pabomel 00y4aAIOWUXCS NO OYHOU hopme 00YyYeHUs.

AyIUTOpHBIE 3aHATHS Bcero | KonrtaktHas pa6oTa, dac. CPC, NP, | K, yac.
yac. il Mp | Jp | KCP qac. qac

Paspnen 1. Teopernueckue
OCHOBBbI NOCTPOCHUSA U
skcmyaranuu AC. Yrpossl
oesonacHoctu AC.

Tema 1. Ucropus pazBurus, 4 2 2
HazHaueHue U poab AC




Tema 2. Mojenu TaHHEIX,
CUCTEM H MIPOLIECCOB 3AIUTHI
nHbOpManuu.

12

Tema 3. Kpurepuu oneHku
samuiieHaoct AC.

Tema 4. Onpenenenue u
COJACPpIKaHNA ITOHATHA
yrpo3sl 6e3omacHoctd AC.

10

Tema 5. Onenka yrpos
oe3omacuoctu AC.

Tema 6. MeToasl 1 MOIEIH
aHaJIM3a yrpo3.

Pa3nen 2. Apxurektypa u
NMPOEeKTHPOBAHUE
3alUIIEHHBIX CHCTEM.
Peanu3zanuss MexaHU3MOB
o0esomacuoctu AC.

Tewma 7. [IpuHOHATIBL

MOCTPOCHHUS 3aTUIIEHHBIX
AC

Tema 8. IloHATHE CHOXHOU
CUCTCMBI.

Tema 9. IlousiTue xauecTBa "
3¢ HEeKTHBHOCTH.

Tema 10. ®yHKUMOHANTBHAS U
oOecrieunBaromias 4acTb
CJIOKHOM CHCTEMEI

Tema 11. 3agaun u >Tamnel
npoektupoBanust AC.

10

Tema 12.
ABTOMAaTH3UPOBAHHOE
MIPOEKTUPOBAHUE.

Tema 13.I1pakTrnyeckue
METO/IbI peanu3aliuu
Mozesnei 6e30MacHOCTH.

Tema 14. Peanuzanust cuctem
KOHTPOJIS TOCTYyTa

22

18

Paznea 3. Pacnipenesiennbie
3ammienabie AC.

Tema 15. [IpuHUMIIBI
MTOCTPOCHUS
pacnpeneneHHbIX
samuiieHHbIX AC.

Tema 16. Mexanu3mel
3allUTHI B paclpeieI€HHbIX
AC.

IK3aMeH

38

N

36

Hrtoro

144
4 3.e.

32

32

42

36




5. Conep:xaHue pa3aejioB THCIUNIHHBI
5.1. Jlexyuu.

Pa3nen 1. Teopernyeckue ocHOBBI mocTpoeHus M Ikcmiayartanuu AC. Yrpossl
oesonacnocTu AC.
1. Ucropus pa3BuTus, Ha3HaueHue u posib AC.
Oransl pa3BUTHS HHOOPMAMOHHBIX cucTeM. Kitaccupukanus 3a1ad, penraeMpIx ¢
ucnosib3oBanueM AC.
2. Mojienu 1aHHBIX, CHCTEM U TPOIIECCOB 3aIUTHI HHPOPMAITUH.
OTtobpakenue npeameTHol obmactu. CylmHOCTH U CBSI3U. MeTO Il a0CTparupoBaHus JaHHBIX.
O6uactu MpUMEHEHUS MOJIeTIeH JaHHBIX.
3. Kputepun onenku 3amumensocta AC.
OneHka 3alUIeHHOCTH Ha OCHOBE OTE€YECTBEHHBIX CTaHIapTOB. MeX/1yHapoIHbIE CTaHJapThI
OIICHKH 3aIIUIIEHHOCTH.
4. OnpeneneHue U coiepkaHus MOHIATHS yrpo3sl 6e3onacHocTH AC.
Knaccuduxkanus yrpos 6e3omacaoctu AC. PeanbHble 1 MHUMBIE YTPO3BI.
5. Omnenka yrpo3 6e3onacHoctu AC.
enu u 3amaun oneHKu yrpo3 6e3omacHoctu AC.
6. MeToapl U MOJIENT aHAJIU3a YTPO3.
Paznesn 2. ApXuTeKTypa M NPOEeKTHPOBAHUE 3alIMIIEHHBIX cucTeM. Peanmzanus
MexaHu3MoB Oe3onacHoctu AC.
7. ITpuHuunsl noctpoeHus 3anuieHHbix AC.
DneMeHTHI ¥ MIOJICUCTEMBI, yIIpaBjieHue U nHdopmanus, camoopranuzanus B AC.
8. [ToHsATHE CIOKHON CUCTEMBI.
OcHOBHBIE MPUHLHUITBI CHCTEMHOTO MOAX0/1a TIPU CO3/aHUHU CIIOKHBIX CUCTEM.
9. Ilonstue kavecTBa M YPPEKTUBHOCTH.
XapaKkTepuCTUKU KayecTBa, oKa3aTreau 1 Kpurepuu 3¢ (HEeKTUBHOCTH, METOMUYECKHUE BOITPOCHI
o1ieHKH 3(h(PEKTUBHOCTH CIIOKHBIX CUCTEM.
10. ®dyHKIIMOHATBHAS U 00ECIIeYNBAIOIIAsl YaCTh CJI0KHOW CUCTEMBI; TeXHoIorus
(G YHKIIMOHUPOBAHUS CIIOKHOM CHCTEMBI;
11. 3agaum u stanel npoektupoanus AC.
[lenu npoektupoBanus. Jramnbl npoekTupoBanusi AC. MeTo10710Tuu POEKTUPOBAHUS.
Opranuzanus padoT, PyHKIINHN 3aKa3UUKOB U pa3paboTYuKOB. JKU3HEHHBIN UK
aBTOMATU3UPOBAHHOM cucTeMbl. CTpyKTypHu3alus npeaMerHoi obnactu. Knaccudukanus
00BEKTOB MPOEKTUPOBAHUS.
12. ABTOMaTU3MPOBAHHOE MPOCKTUPOBAHHUE.
CpencrtBa aBroMaTH3auu npoektupoBanust AC: o01iast XxapakTepuCcTHKa, Ha3HAYeHUE U
BO3MOXHOCTH, KJIacCU(UKALINS.
13. IlpakTuueckue METObI peanu3aluu Mojienel 6e3omacHocTy. Peanuzanus sapa
6e3omacHOCTH. MOHUTOPUHT B3aUMOJICHCTBUIN B CHCTEME.
14. Peanu3anus cucteM KOHTPOJIS AOCTYIIA.
CrniocoOsI mpecTaBneHuss HHPOPMAIMH O TPaBax JOCTYIIA.
Pazpnen 3. Pacnpenesennbie 3amuimenabie AC.
15. [IpuHIUIIBI NOCTPOCHUS paclipeaesieHHbIX 3anuieHHbIx AC.
OCHOBHBIE TIOJIO)KEHUSI KOHUEMIMU OCTPOEHUS U UCIIOJIb30BaHus pacnpeneneHHbx AC.
16. Mexanu3mel 3anuThl B pacnpeneneHHbsix AC.
ApxutekTypa MmexaHn3moB 3amnuTel AC. [Ipumensemslie B pacnipeneneHHbIx AC METO bl
3aIlUTHI.
5.2 Jlabopamopuwie pabomul

1. TIpumeHeHHE MEXTYHAPOAHBIX CTAHAAPTOB OlleHKH 3aruiieHHocTd AC.
2. Mojgenu naHHBIX.
3. Meroapl abcTparupoBaHus JaHHBIX.



4. Meroabl U MOJEIIUA aHATIN3A YTPO3.

5. Peanuzauus cucreM KOHTpOJIA JOCTYIIA.

6. Peanuzanus siipa 6€30macHOCTH.

7. llpumeHeHue nporpaMMHbIX cpeacTs it nuarpamm IDEF.

8. Cucremsl IDEF

9. Coznmanue cUCTEMBI ydeTa KaJpoB C PACHIMPEHHON MapOIbHOM 3alUTOM

5.3. Bonpocwl 0ns camocmosmenvHou pabomul cmyoeHma
Tema Bomnpoc

Monenu 1aHHBIX, CHCTEM U MPOIIECCOB PaccmoTtpenune mozenei JaHHbBIX, UX OTJINYHS,
3anIUThl HHQOPMAITHH. NpUMEHEHHE Ha MPAKTHKE.
Omnpenenenue u coaepaHus NOHATUS Krnaccudukanus yrpos 6e3onacHoctu
yrpo3bl 6ezonacHoctu AC..
3amaun u tansl npoektupoBanus AC. Pazpabotka moneneit IDEF ¢ momomsro BPWIN
Peanu3zanus cucteM KOHTPOJISI JOCTyNa basa naHHBIX ¢ pacnpeesieHneM IpaB JOoCTyna

6. O0pa3oBaTebHbIE TEXHOJIOTHH

B cooTtBercTBHUM CcO CTpyKTypoil oOpa3oBaTenpHOrO mpolecca MO JUCIUILINHE
MIPUMEHSIIOTCS CIIEAYIONINE TEXHOJIOTUH:

- JTMArHOCTHKH;

- LesernoaraHus;

- YIPABJICHHS TIPOILIECCOM OCBOCHHS yIeOHOW MH(POPMAIIHH;

- MIPUMEHEHHMsI 3HAHUH Ha TIPAKTUKE, MOMCKA HOBOW yueOHOU MHGOpMAIIIH;

- OpraHM3al[i COBMECTHOM M CAMOCTOSITEIbHOW JEATENbHOCTH OOy4aromuXxcs
(yueOHO-TT03HaBaTEIBLHOM, HAay4YHO-UCCIEN0BATEIIbCKOM, YaCTUYHO-TIOMCKOBOM,
PEnpOaYKTUBHOM, TBOPUYECKOM | TIp.);

- KOHTPOJISl KauecTBa U OLICHMBAHMS PE3yJbTaTOB 00Opa30BaTEIbHOM NESATEIbHOCTH
(TeXHOJIOTHS OLICHUBAHMSI KaueCTBa 3HAHUM, pEHTUHIOBasi TEXHOJIOTUS OLICHKH 3HAHUM U Jp.)

B cootBerctBun ¢ tpeboBanusimu PI'OC BO nmns peanusanui KOMIIETEHTHOCTHOTO
noAxoJia Mpu OOyYeHUM IUCUUIUIMHE MPEIyCMOTPEHO IIMPOKOE HCIOJIh30BAaHUE B YueOHOM
MPOLIECCE AKTUBHBIX M MHTEPAKTUBHBIX METOJIOB MPOBEICHUS 3aHATHI:

[Ipu 06y4yeHnn TUCHUILIMHE TPUMEHSIOTCS CIeaAytore GopMbl 3aHATHI:

—  JIeKUUH, HamlpaBJeHHbIE HA MOTY4YE€HHE HOBBIX U YIIIyOJeHHE HAYYHO-TEOPETHUYECKUX
3HAHWI, B TOM YHUCJIE BBOJHAS JIEKLUs, UH(DOpPMALMOHHAS JEKIHs, 0030pHas KU, JEKIUs-
KOHCYJIbTaIMsI, MpoOIeMHast ISKIUs, JEKIINU-TUCKYCCUH, JeKIIUu-0eceab u ap.;

—  nabopaTopHble 3aHATHS, MPOBOJUMBIC IOJ PYKOBOJCTBOM IIpENojaaBarens B
yueOHOM nabopatopud C HCIOJb30BAHMEM KOMIIBIOTEPOB U y4eOHOTro 000pyAOBaHUSA,
HaIpaBJICHHbIC HA 3aKpEIUICHUE U MOJy4YeHHE HOBBIX YMEHUI U HaBBIKOB, IPUMEHEHUE 3HAHUIA
Y yMEHUH, OJTYYCHHBIX HAa TEOPETUUECKUX 3aHATUSAX, MPH PEIICHUU IPAKTHUECKUX 3a/1a4 U JIp.

Bcee 3anstus oGecriedeHbl MyabTUMeIUHHBIME cpeacTBamMu (SMART nocku, mpoekTopsl,
SKpaHbl) JJIs MOBBIIIEHUSI KaueCTBa BOCIPHUATHS M3ydaeMOro marepuana. B oOpazoBaTenbHOM
MPOLIECCE MUPOKO UCHOIB3YIOTCS HHPOPMAITMOHHO -KOMMYHUKAIIMOHHBIE TEXHOJIOTHH.

CamoctosaTenbHas paboTa CTyAEHTOB — OTO IUIaHWpyeMas paboTa CTYIEHTOB,
BBITIONIHSAEMAsT TIO0 3a/IaHUI0 TPH METOJAMYECKOM PYKOBOJICTBE IMperojaBarelisi, HO 0e3 ero
HEMOCPEJCTBEHHOTO y4acTus. DOpMbI CaMOCTOSTENbHOM pPabOTHl CTYAEHTOB OIMPENEISIFOTCS
coJiep>)kaHueM Yy4eOHOUM NWCIUIUIMHBI, CTENEeHBIO MOJArOTOBIEHHOCTU CTYAEHTOB. OHHM MOTYT
UMETh YYEOHBIH WM y4eOHO-HCCIIEeNOBATENLCKUNM XapakTep: aHAIM3 JUTepaTypbl MO TeEMe,
MOATOTOBKA K JTA0OpaTOPHBIM paboTaM, MOJArOTOBKA pedepaTHUBHBIX COOOIICHUMN, pa3padoTka
MPOEKTa U Jp.

dopmMamMu KOHTPOJISI CaMOCTOSITENILHOM pabOThl BBICTYMAIOT OIICHHUBAHHE MPOBEpPKA
OTU€TOB MO Pe3ylbTaTaM BBHIMOJIHEHHBIX JIA0OPATOPHBIX paboT. Pe3ynbTaThl caMOCTOSATENBHOMN




pabOThI YUUTHIBAIOTCS MPU OIICHKE 3HAHHWI HAYK3aMEHE.

7. q)OpMBI aTTeCTAallu U OLICHOYHBIC MaTCpPHAJIbI

Texymuil KOHTPOJIb MpEAHA3HAUEH IS IPOBEPKU XOJa M KauecTBAa YCBOEHMS y4yeOHOIO
Marepuaia, CTUMYJIUPOBaHUs y4eOHOUM pabOThl 00YJaIOIMXCSl M COBEPIIICHCTBOBAHUS METOIUKU
npoBejeHus 3aHATHH. OH IPOBOAUTCA B XOJE BCEX BUJIOB 3aHATUN B (opMme, nM30paHHOMN
IIPENOIaBaTENIEM.

[IpomexyTouHas aTTecTalds UMEET LENbI0 ONpPENeIUTh CTENEHb JOCTHXKEHUS Y4EOHBIX
neneid mo y4eOHOW IUCHMIUIMHE W TMpoBoauTCS B (opme sk3ameHa. [lpuHumaercss 3ayer
MIPETo/IaBaTeIIMU, YUTAIOUIMMHU JICKIIUU TI0 JTAaHHOW Y4eOHOW AMCIUILUIMHE B COOTBETCTBUH C
MIEpEeYHEM OCHOBHBIX BOIPOCOB, BBIHOCUMBIX /71l KOHTPOJIS 3HAHUN 00y4YaroIIXCS:

7.1. [Ipumepnbiii nepeyerb 60NPOCO8 K IK3AMEHY

Oransl pa3BUTHS HH(POPMALMOHHBIX CUCTEM.

Knaccudukanus 3agad, pemaemMsix ¢ ucnoyibzopanuem AC.

OToOpaxkeHue MpeMETHONU 00JIaCTH.

CyliHOCTH | CBA3M.

MeTtop! aOCTparupoBaHus JaHHBIX.

OO6nactu MpUMEHEHUsT MOJICTIEH TaHHBIX.

Or1eHKa 3aIIUIEHHOCTH HA OCHOBE OTEYECTBEHHBIX CTAHAPTOB.

MesxIyHapO HbIE CTAaHIAPTHI OIIEHKH 3alIUIIICHHOCTH.

Knaccuduxkanus yrpos 6e3omacaoctu AC.

0. PeanbHble 1 MHUMBIE YTPO3BI.

11. Ilenu u 3amaum onieHKH yrpo3 6ezonacHocTH AC.

12. MeTtopl 1 MOJIENH aHAJIU3a YIPo3.

13. Tlpunanuns! mocTpoenus 3amuineHHbpx AC.

14. DnemMeHTHI U OJCUCTEMBI, YIIpaBlIeHHe 1 HHpopMalus, camoopranu3aims B AC.

15. OcHOBHBIE TPUHIIUIIBI CHCTEMHOTO MOX0/1a IPHU CO3JaHUH CIOKHBIX CHCTEM.

16. XapakTepucTUKU KayecTBa, MOKa3aTenu u kpurepuu 3Q(HeKTUBHOCTH, METOAUYECKUE
BOIPOCHI OIICHKU YPPEKTUBHOCTU CIOKHBIX cucTeM. DyHKIIMOHANBHAS U
ofecrneunBaromiasi 4acThb CJI0KHOM CHCTEMBI;

17. Texnonorus (yHKIIMOHUPOBAHUS CJIO0KHON CUCTEMBI;

18. Ilenu npoexTupoBanus. Jrarbl npoekTupoBanus AC.

19. MeTo10,10TMH TPOEKTUPOBAHUS.

20. J)Ku3HeHHBIN IIUKI aBTOMAaTU3MPOBAHHON CHCTEMBI.

21. Ctpykrypuzanus npeaMetHoit oonactu. Kiaccudukanus 0605eKTOB MPOSKTUPOBAHMUS.

22. CpenctBa aBTomMatu3anuu npoektupoanust AC: o01ias XxapakTepucTUKa, Ha3HAYCHUE U
BO3MOXHOCTH, KJIacCU(UKALINS.

23. IlpakTUyecKkue METO bl pealln3alliy MoJieei 0e30MacHOCTH.

24. Peanuzanus sjipa 6€30MaCHOCTH. MOHUTOPHUHT B3aUMOICUCTBUI B CUCTEME.

25. TexHONOTHYECKUH IIUKJT pean3aluy 3alUIeHHON CUCTEMBbl 00paOOTKU U XpaHEHHUs
uHpOpMalnH.

26. YcioBusi, criocoOCTBYIOIIME MOBBIIIEHUIO 3P PeKTUBHOCTH 3aiuThl nHpopMmanuu B AC.

27. Crioco0Obl pezicTaBiIeHUs HHPOPMALIUK O MpaBax JI0CTyIa.

28. OCHOBHbIE MOJIOXKEHHSI KOHIIETILIMH TOCTPOEHUS U UCTI0Ib30BaHus pacnpeaeneHHbx AC.

29. Apxurtekrypa Mmexanu3moB 3auuTsl AC. [Ipumensiemsle B pacnpeneneHHbIX AC MeTobI

3aIIUTBHI.

BOoooo~Noa~wWdE

OGH_[I/IMI/I KPpUTCpUAMU, OHNPCACIAOIMUMU OUCHKY 3HaHHfI, YMCHI/Iﬁ 1 HAaBBbIKOB Ha
OK3aMCHEC, ABJIAIOTCA:
I OLCHKH «OTIIMYHO» - HaAJINM4YHC FHy6OKI/IX U HCYCPIBIBAIOIINUX 3HaHUH B 00BEME
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IIPOMIEHHOI0 MPOrpaMMHOTO MaTepHalla IIPABUIIbHBIC U YBEPEHHBIE NEHCTBUS 110 IPUMEHEHUIO
IIOJIY4YCHHBIX 3HAHUW Ha NPAKTHKE, TPAMOTHOE M JIOTUYECKH CTPOMHOE H3JI0KEHUE MaTepuasa
IIpU OTBETE, 3HAHUE JOIOIHUTEIBHO PEKOMEHJOBAaHHON JIMTEPATYPBHI;

JUISL OLICHKH «XOPOILIO» - HAJIM4YUE TBEPABIX U JOCTATOYHO ITOJIHBIX 3HAHUW IIPOIPAMMHOIO
MaTepuaia, HE3HAYUTEJbHbIE OINMOKH IPH OCBEIICHHHM 3aJaHHBIX BOIPOCOB, IPABUIIHHBI
JEUCTBHS 110 IPUMEHEHHUIO 3HAaHUH Ha IIPAKTUKE, YETKOE U3JI0KEHHUE MaTepraa;

JUISL OLEHKH «YJOBJIETBOPUTEIBLHO» - HAJIWYME TBEPABIX 3HAHUW IPOMIECHHOIO MaTepuala,
U3JI0)KEHWE OTBETOB C OIIMOKAMM, YBEPEHHO HCHPABISEMbIMH IOCJIE JIOTOJHUTEIbHBIX
BOIIPOCOB, HEOOXOJAMMOCTh HABOJSIIMX BOIPOCOB, MPAaBUJIbHBIE JAECUCTBUSA MO TNPUMEHEHHIO
3HaHUM Ha IPAKTHUKE;

JUIS OLIEHKH «HEYJOBJIETBOPUTEIBHO» - HAJIMUUE IPyObIX OIMOOK B OTBETE, HEOHUMAaHUE
CYIIHOCTH HM3J1araéMoro BOIPOCa, HEYMEHHUE NIPUMEHATh 3HAHMS Ha MIPAKTUKE, HEYBEPEHHOCTh U
HETOYHOCTh OTBETOB Ha JOMOJIHUTEIBHBIE U HABOJAIIUE BOIIPOCHI.

8. YueOHO-MeTOAMYECKOE M HH(OPMALMOHHOE o0ecTieyeHre YUeOHOH THCHMITUHBI

DNEeKTPOHHBIN KaTajlor U 3JEKTPOHHbIE HH(OPMAIIMOHHBIE PECYPCHI, IPEOCTABIIIEMbIE
HayuyHol Oubnuotekoit ®I'BOY BO «YyBamickuii rocynapcTBeHHbIH yHUBepcuTeT uMenu M.H.
VibsiHOBa» TOCTYIHBI 0 cehiike http://library.chuvsu.ru/

8. 1. PexomeHnOoyemasn oCHOBHAs Tumepamypa.
(exxerolHOe OOHOBIIEHHE TMEpeYHs M YCIOBUA JOCTyNa IMpeacTaBieHbl B llpuioxeHusx k
paboueli mporpamme)

Ne HazBanue

1. Kapnos B.B. TexHomorust mocTpoeHus 3alUIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM [ DJIEKTPOHHBIN
pecypc] : yueOHoe nmocobue / B.B. Kaprios, B.A. MenbHuK. — DNEKTPOH. TEKCTOBBIE AaHHbIe. — M. :
Poccuiickuit HOBBIN yHHBepcuTeT, 2009. — 232 C.

Pexxum nocryna: http://www.iprbookshop.ru/21326.html

2. MeTo100rHYecKrie OCHOBBI [TOCTPOCHUS 3ALIMIICHHBIX aBTOMAaTU3HPOBAHHBIX CHCTEM [ DJIEKTPOHHBIH
pecypc] : yuebHoe nmocobue / A.B. Jlymikut [1 ap.]. — DJIEKTPOH. TEKCTOBbIE JaHHbIe. — BopoHex:
BopoHexckuii rocy1apCTBeHHbIH YHUBEPCUTET HHKEHEPHBIX TexHomorui, 2013. — 260 c.

Pexxum nocryna: http://www.iprbookshop.ru/47427 . html

3. Bonkosa T.B. OCHOBBI IPOEKTHPOBAHHUS KOMIIOHEHTOB aBTOMATU3UPOBAHHBIX CUCTEM [ DIIEKTPOHHBIN
pecypc] : yuebHoe nocobue / T.B. BonkoBa. — DekTpoH. TeKkcToBble qanHble. — OpeHoypr:
Open0Oyprckuii rocynapcrBeHnsiii yausepcuter, ObC ACB, 2016. — 226 c.

"Pexxum moctyma: http://www.iprbookshop.ru/69921.html

8.2. PexomeHnoyemasn 0onoIHUmMenbHas iumepamypa.
(exxerolHOe OOHOBIICHUE M YCIOBHSI IOCTyIa MEpeyHs MpelcTaBieHbl B [IpunokeHusx K
paboueli mporpamme)

No HazBanmne

1. TopokuH, A. A. MmxeHepHO-TeXHUYIECKas 3aIIUTa HHPOpManuy : [yaeOHOe TocoOue I By30B IO
CIEIMAIBHOCTSIM B 00J1acTi nH(opMannonHoit 6e3onacHoctu] / A. A. Topokun. - Mocksa : I'enroc
APB, 2005. - 959c.

2. KomnnekcHoe obecriedenne HHHOPMAMOHHON 0E30IIaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM
[DnexTpoHHBIN pecypc] : mabopaTtopHbIil mpakTiKyM / ML A. JlarmmHa [U 1p.]. — DIEKTPOH. TEKCTOBEIE
nmanabie. — CraBporons: CeBepo-Kaskazckuit penepansubiil yauBepcuret, 2016. — 242 c. Pexxum
nocryna: http://www.iprbookshop.ru/62945 . html

HopmaTuBHBIE TpaBOBbIE U METOIMYECKUE TOKYMEHTHI B 00JIaCTH 3aIlIUThl HH(POPM AU
nocTynHbl o cebutke https:/fstec.ru/component/tags/tag/informatsionnoe-soobshchenie

8.3. Ilpoepammmuoe obecneuenue, npogheccuonanrbHvle 0A3bl OAHHBIX, UHGOPMAYUOHHO-
CHpagoYHbIE CUCEMBI.

[Iporpammuoe oOecnieyenue, mnpodeccruoHalbHble 0a3bl JaHHBIX, HH(POPMALMOHHO-
CIpaBOYHBIE CHUCTEMBbI, IpeAOCTaBisieMble yrpaBieHueM uHpopmaruzamuun OI'BOY BO
«HyBalICKuil ToCylapCTBEHHbIN yHuUBepcuTeT umeHu M.H. YibsHOBa» NOCTYIHBI IO CCBUIKE
http://ui.chuvsu.ru//



http://library.chuvsu.ru/
https://fstec.ru/component/tags/tag/informatsionnoe-soobshchenie
http://ui.chuvsu.ru/

11

8.3.1 Ilpoepammnoe obecneuerue

No HaumenoBanue YcnoBus ocTyma/cKaunBaHUsS
/'
1. |MS Windows/Arch linux ITHIIeH3Ms yHUBEpCcHUTeTa/ CBOOOIHOE JIMIIEH3MOHHOE COTJIAIICHNE
(https://www.archlinux.org/download/)
2. |MS Office/ LibreOffice UTUIICH3HST YHUBEPCUTETA/ CBOOOTHOE JIUTICH3HOHHOE COTJIAIICHUE
(https://ru.libreoffice.org/ )
3. ISPID_AlgorithmPoC-0-4-6 https://sourceforge.net/projects/spid/files/
4. |Snort2_ 9 11 1 https://www.snort.org/
5. Wireshark 2.6.3 https://www.wireshark.org/
6. |Zabbix https://www.zabbix.com/download
7. [Clonezilla https://clonezilla.org/downloads.php
8. [rsync https://rsync.samba.org/
9. |AVG AntiVirus Free https://www.avg.com/ru-ru/homepage#pc
10. |Avast Free Antivirus http://avast-anti-virus.ru/?yclid=5762528100398929218
11. |Kaspersky Free https://www.kaspersky.ru/free-antivirus
12. 360 Total Security https://www.360totalsecurity.com/ru/
8.3.2 Basvl 0aHHbIX, UHPOPMAYUOHHO-CIPABOUHBLE CUCTIEMbL
Ne HanmenoBanue VYcnoBus JocTyna/cKauMBaHUA
/1 POrPaMMHOT0 00ECIICUCHHUS
1. |Tapanr 13 BHYTPEHHEW CeTH YHUBEpCHUTETA (JI0roBop)*
2. |KoncynpranT +
3. | ba3a maHHBIX yrpo3 6e30macHOCTH https://bdu.fstec.ru/
uHdopManu
8.4. Pexomenoyemvle unmepHem-pecypcol U OmMKpblmble OHLAUH KYPCbl.
Ne HaumenoBanue VYcnosus nocryna
n/n
1. Poccuiickas ['ocynapcrBennas bubmmnorexa http://www.rsl.ru
2. TocynapcTBeHHast myOanvHas HaydHO-TeXHIYecKas | http://www.gpntb.ru
6ubnunoreka Poccun
3. dyumameHTansHas 6ubaroreka Hmkeropoackoro http://www.unn.ru/library
rOCYIapCTBEHHOI'0 YHUBEPCHUTETA
4. Hayunas 6ubmrorexa Kaszanckoro http://1sl.ksu.ru
rOCYIapCTBEHHOI'O YHUBEPCHUTETA
5. Hayunas anexTpoHHas 6ubinoTexa http://elibrary.ru
6. IMomHOoTEKCTOBAs OMOMMOTEKA YUEOHBIX B yueOHO- http://window.edu.ru
METOMYECKHX MaTEPHAIIOB
7. DnexTpoHHO-6uOIHOTEeuHast cuctema IPRbooks http://www.iprbookshop.ru
8. ISO 27000 MexcnyHaRoleHe CTaHIAPTHI http://is027000.ru
yIpaBJieHust HHGOPMAIMOHHOI 6€30MaCHOCTHIO.
9. I/IH(i)OpMaL[I/IOHHafI 0€30IMacCHOCTb. [IpaxTuka http://dorlov.blogspot.com
WHPOPMAMOHHON 6E30MaCHOCTH.
10. |SecurityLab.  WudopmarmoHHbii  moptan 10 http://www.securitylab.ru
0e30macHOCTH.
9. MaTtepuajbHO-TeXHHYECKOe o0ecnevyeHne y4eOHoH TUCIUIIITUHBL.
YuyeOHble AyaAuTopun  UId  JICKIHUOHHBIX 3QHATUN 11O AJUCLHUIINIMHE OCHAIICHbI
aBTOMATU3UpPOBAaHHBIM  pabounm  mectoM  (APM)  mpenonaBatesns,00ecreqyBaIONIIM

TCMATUYCCKUC HUIUIIOCTpAllU U ACMOHCTpAallu, COOTBCTCTBYIOIIUC IMMPOTrpaMMEe€ JUCHUIIIIMHBI B
COCTaBc:

AHTUBHUPYCHBIE POTPAMMBI);

I[I3BM c noctynoMm B MHTEpHET (OmepanMoHHas cUCTeMa, O(QHCHBIE MPOTpaMMBI,

MynLTHMe,Z[HfIHBIfI MMPOCKTOP C JUCTAHIIUOHHBIM YIIPABJICHUCM



https://ru.libreoffice.org/
https://sourceforge.net/projects/spid/files/
https://www.snort.org/
https://www.wireshark.org/
https://www.zabbix.com/download
https://clonezilla.org/downloads.php
https://rsync.samba.org/
https://bdu.fstec.ru/
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- HACTEHHBIN JKpaH;

—  uHTepakTuBHaA Hocka SMART,

VY4ebHble ayAUTOPUH [UIs IPAKTHUECKUX, JTa00PATOPHBIX U CAMOCTOSITEIBHBIX 3aHATUH MO
mucuuiuinHe ocHauleHsl APM  mpenopaBarenss  u moJb3oBarenbckumu  APM  mo umciy
oOyyaromuxcsi, 00beIMHEHHBIX JIOKAIBHOU CETHIO («KOMITBIOTEPHBI» KJIacc), C BO3MOXHOCTBIO
MOJKIIOYEHUS K ceth VIHTepHeT W  JOCTYIOM K 3JEKTPOHHOW HWH(OPMAIMOHHO-
oOpazoBarensHoll cpere PI'BOY BO «UyBamickuii rocynapcTBEHHBIH YHUBEPCHTET MMEHHU
N.H. YabsaHoBa».

10. CpeIlCTBa ajJjanranguu npemnoaaBaHust IMCHUIIJIMHBI K HOTpCﬁHOCTﬂM JIMII €
OrpaHU4Y¢HHBIMH BO3MOKHOCTAMMU

B caysae HeoOxomumocTd, oOy4aromaMcs W3 4YHCla JUI] C OrpaHUYCHHBIMU
BO3MOXHOCTSIMU 37I0pOBbSl (110 3asBJIEHUIO0 OOYYaIOUIErocs) MOTYT MpeiaraTbCsi OJHU U3
CIIEAYIOIMIMX BAPUAHTOB BOCHPHUATHS WHQPOPMAIMM C yYETOM WX HWHAWBUIYATbHBIX
NcUX0(U3UUecKuX OCOOEHHOCTEH, B TOM YHCJE C NMPUMEHEHHEM 3JIEKTPOHHOTO OOydeHus u
JMCTAHITHOHHBIX TEXHOJIOTHIA:

— IS JUIl ¢ HapyIIeHWsMH 3pCHUs: B MeYaTHOW (Gopme YBEIWYEHHBIM IIPUQPTOM; B
(dbopme 3IIeKTPOHHOTO JOKyMeHTa; B dopme ayauodaiina (mepeBos yuyeOHBIX MaTepUalioB B
aymnodopmar); B rmedaTHOW ¢opme Ha s3bIke bpaiins; WHAMBHIyalbHBIE KOHCYJIBTAIlMH C
MpHUBJIICYEHUEM TUQIIOCYPIOTIEPEBOIUNKA; HHIUBUIYATbHBIC 33JaHUST M KOHCYIIbTAIIHH.

— Ui JUI] ¢ HApyLUIEHUSIMU ciyxa: B Ie4yaTHOH Qopme; B (opMe 3IIEKTPOHHOTO
JOKYMEHTA; BUJeOMaTepHallbl C CyOTUTPaMK; MHIMBUyalbHbIE KOHCYIbTAIIMH C MPUBJICUEHUEM
CYpAOIEpeBOIUNKA; UHIUBUTyalbHbIE 3aJaHUS] U KOHCYJIbTAI[IH.

— Ui JIMI C HapyUICHUSIMU OTIOPHO-JBUTATEIbHOIO almapara: B Me4aTHoil ¢opme; B
dbopme DIIeKTpOHHOTO JOKyMeHTa; B (opme aymuodaiina; WHAWNBUIyaTbHBIE 3aMaHUsS U
KOHCYJIbTAIIUH.

11.MeToanuyeckue peKOMEHIAIUM 110 OCBOCHUIO TUCUMUIIJIMHBI

B Xxome neKUMOHHBIX 3aHATUN CTYACHTY PEKOMEHAYETCS BECTH KOHCIEKTHpPOBaHHE
yueOHOoro Marepuana. Crenyer oOpamaTh BHMMaHHME Ha KaTeropuu, GOpMyIHpOBKH,
PacKpbIBAIOIIME COJEP)KaHWE TEX WJIM HHBIX SBJICHUI M MPOLIECCOB, HAayuyHbIE€ BBIBOJBI U
MPAKTUYECKUE PEKOMEHJALMY, TOJOXKUTENbHBIM OMBIT B OpaTopckoM uckycctee. [lpu
COCTaBJICHUM KOHCIIEKTA KEJIATEJIbHO OCTaBJIATh B pabOUYMX KOHCIEKTaxX IOJsi, Ha KOTOPHIX B
JalbHEHIIIeM MOXKHO JielaTh MOMETKH W3 PEKOMEHJOBAHHOW JUTEepaTyphl, AOMOJHSIOLINE
MaTepuai IpOCIyIIaHHOH JEKIUH, a TAK)Ke MOYEPKUBAIOIINE 0COOYI0 BaXXHOCTh TE€X HIIM MHBIX
TEOPETUYECKUX TIONOXKEeHUH. B XoJe JEeKIUMOHHBIX 3aHATUH PpPEKOMEHAYeTCs 3aJaBaTh
MIPENoJaBaTeNI0 YTOUHSIONIME BOIPOCH C IIENIbI0 YSCHEHUS TEOPETUUYECKHUX MOJIOKCHUIA,
paspelleHus CIOPHBIX CUTYAIHi.

B xome monaroroBku k gabopaTOpHBIM paboTaM  pPEKOMEHIYeTCsl M3yYHUTh OCHOBHYIO
JTUTEPaTypy, O3HAKOMUTHCSA C JOIMOJHUTENIBHON JHUTEpPaTypod, HOBBIMU MyONHUKALMSIMH B
nepuoauvecknx u3gaHusX. OCHOBOHM [ BBHIMOJTHEHUS JAaOOpaTOpHON palbOTHl SBISIOTCS
pa3zpaboTaHHble Kadenpoil MeToAuuYecKue yKazaHus. PexomeHmyercs nopabaTbiBaTh CBOU
KOHCIEKT JIEKLUHM, Jienasi B HEM COOTBETCTBYIOLIME 3allMCH U3 JIMTEPATyphl, PEKOMEHI0BAHHON
MpernojaBaTesieM U TMPEAyCMOTPEHHOW paboduelt mporpaMMoil IuCHUIUIMHBL. JKenaTenbHO
MOATOTOBUTh TE3UCHI ISl BBICTYIUIEHUH MO BCeM Y4YeOHBIM BOMpPOCAM, BBIHOCHMBIM Ha
MpaKTH4ecKoe 3aHsaTue. ['0ToBsCH K MOKIaxy Ui pedepaTUBHOMY COOOIICHUIO, PEKOMEHIYETCS
oOpalarbcs 3a METOUYECKON TTOMOIIBIO K MPEINOo/IaBaTeNi0, COCTABUTh IIAH-KOHCIIEKT CBOETO
BBICTYIUICHHUS, TTPOJYyMaTh MPUMEPHI C IENbI0 00ECTIeUeHUs] TECHON CBSI3U U3y4aeMOil TEOpUH C
MpakTukoil. B mporecce MOArOTOBKH CTYIEHT MOXET JAOMOJHHUTH CIHUCOK HCIOJIb30BAHHOU
JIUTEpaTypbl COBPEMEHHBIMU UCTOUYHUKAMU, HE MPEACTABICHHBIMU B CIIUCKE PEKOMEHI0BAHHOMN
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TUTEPaTyphl, W B JAIbHEHIIEM WCIOIh30BaTh COOCTBEHHBIC IOATOTOBJICHHBIC Y4COHBIE
MaTepHabl IPH HAMMCAHUU PAaCcYeTHO-TpadUIECKON PabOTHI.

@opMBbl  OpraHmM3alMM  CTYIACHTOB Ha JA0OpaTOpHBIX paboTax: ¢poHTaNbHAS U
uHauBUAyabHas. [Ipu hpoHTAIBHON (opMe OpraHu3alUK 3aHITHHA BCE CTYIEHTHI BBIOJIHSIOT
OJIHOBPEMECHHO OJIHY M Ty e pabotry. [Ipum mHauBUAyasbHONW (Qopme OpraHu3allidl 3aHATUN
KaXblil CTYJICHT BBINIOJIHSAET MHIUBUIYAJIbHOE 3aJaHUE.

Ecnu B pesynbTaTe BBINOJIHEHUS J1a0OpaTOpHOM paboOThl 3aljlaHMpOBaHA IMOATOTOBKA
MMMUCBMEHHOTO OT4YeTa, TO OTYET O BBINOJHEHHOW paboTe HEoO0X0auMO OQOpPMIISITH B
COOTBETCTBMM C TpEOOBAHMSAMHU  METOIMYECKUX  yKazaHud. KauecTBO  BBINOJIHEHUS
1a00paTOpPHBIX PA0OT SBISAETCS BAXKHON COCTABISIOMICH OLEHKM TEKYIIEH YCIeBaeMOCTH
oOyJaronierocs.
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