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1. llens npenogaBaHus TUCIUTLTAHBI

Heabro JUCLUIUIMHBL  «3aluTa IEPCOHAIBHBIX JAHHBIX» ABJIAETCA OCBOCHHE
TEOPETHUYECKUX 3HAHUM W YMEHMM, pa3BUTUE HABBIKOB IPAKTHMYECKUX JEHUCTBUM 110
IUIAHUPOBAHMIO, OpraHM3allid W IPOBEAEHUI0 paboT 1o obecrneyeHuo 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX TNPH HX OO0pabOTKe B HMH(POPMALMOHHBIX CHCTEMAaX B YCIOBHSIX
CYLIECTBOBaHMS yrpo3 6€3011aCHOCTH HH(POPMALIUH.

3agauu JUCHUILINHBIL:

® U3yueHHE HOPMATHBHBIX IPABOBBIX M OPTaHW3ALMOHHBIX OCHOB OOecreueHus 0€301MacHOCTH
IEPCOHAIBHBIX JAHHBIX B HH(OPMALIMOHHBIX CHCTEMaX IEPCOHANBHBIX 1aHHBIX;

® U3yuyeHHE METOJOB M IPOLENYp BBIABICHUS yrpo3 0€30MacHOCTU MEPCOHAIBHBIX JaHHBIX B
MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTaHHBIX U OLEHKH CTEIIEHU X ONACHOCTH;

e [paKkTUYyecKass OTpabOTKa CIIOCOOOB M MOpAIKa IPOBEACHUsS paboT Mo 0OecredeHUuro
0€30IIaCHOCTH TEPCOHANBHBIX JaHHBIX MPHU MX 00paboTKe B MH(POPMALMOHHBIX CHCTEMAax
HEPCOHAIBHBIX JaHHBIX.

2. MecTo TUCIHUIUTMHBI B TPOPECCUOHAIBHON MOATOTOBKE CIICIIHAIACTA

JlucummimHa «3amuTa MEepCOHAIBHBIX JIaHHBIX» OTHOCUTCS K BapUaTHBHOM YacTH
00pa30BaTeNbHOMN MPOrpaMMBbl U SIBJISIETCSA 003aTENIbHOMN UCHUIUIMHOM.

JU1sl yCTIENIHOTO YCBOGHUsI JAHHOW TUCIMITIIMHBI HEOOX0IMMO, YTOOBI CTYACHT BIIAAEI
3HAHUSIMM, YMEHUSIMU U HaBbIKaMHU, C(HOPMHUPOBAHHBIMU B MPOLECCE M3YUYEHHUS TUCIUIUIMHBI
«OCHOBBI IIpaBOBEACHUA». JlUcHUIIINHA «3alIUTa IEPCOHATIBHBIX JAHHBIX)» SBIISIETCS IPEAILIECT-
BYIOILLEH JUIsI IPOXOKIACHUS TPEAJIUILNIOMHON NPAKTUKY U BbIoJIHEHHs1 BKP.

3. Ilepedenp TIIaHUPYEMBIX PE3YJILTATOB O0YUYESHHS O JUCIUTUINHE, COOTHECEHHBIX C
IJIaHUPYEMbIMU pe3ynbTaramMu ocBoeHns OOl

[Tponiecc oOyuyeHMs 1O JUCHMIUIMHE HampaBleH Ha (OpMUpOBaHHE CIETYIOLIUX
KOMITETECHIINMN:

CIOCOOHOCTh MCIIOJIb30BaTh HOPMATHBHBIE IPABOBbIE aKThl B Mpo(hecCHOHAIbHON
nesirenbHocTH (OITK-5);

CIOCOOHOCTh OCYLIECTBIATh MOAOOP, M3y4eHHE M 0000IIEeHHE HayYHO-TEXHUYECKOM
JUTEPaTypbl, HOPMATUBHBIX M METOJUYECKAX MAaTEpUAJIOB, COCTaBIATH 0030p IO BOIPOCAM
oOecrieyeHns HHGOPMAIMOHHONH 0€30MacHOCTH 1Mo Mpoduiao cBoel MpodeccHOHATHLHON
nesirenpaocTH (ITK-9);

CMOCOOHOCTh NMPUHMMATh y4acTHe B (POPMUPOBAHUM, OPraHU30BBIBATH M IOAJICPKHUBATH
BBITTOJIHEHNE KOMIUIEKCa Mep MO oOecredeHuI0 WH(POPMAIMOHHON 0e30MacHOCTH, YIIPaBISATh
nporeccom ux peanusaruu (I1K-13);

CTIIOCOOHOCTh ~ OPTaHM30BBIBATH TEXHOJIOTMYECKHHA TIPOIECC 3amUThl  HH(OpMAINH
OTPaHUYEHHOTO JIOCTyNla B COOTBETCTBMM C HOPMATUBHBIMHU MpPAaBOBBIMH aKTaMH U
HOPMATUBHBIMA  METOJMYECKUMH JoKymMeHTamMu DenepanbHoil  cimyxkObl  0e30macHOCTH
Poccuiickoit @enepannu, egepanbHON CIIYyKOBI IO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO
(TTIK-15).

B pesynbrare 00yueHus no AUCHUILINHE, oOy4aromuiics nomkeH (3YH):
3Hamy:
(31): conep»aHHe OCHOBHBIX HOPMATHUBHBIX HPABOBBIX AKTOB, PETIAMEHTHPYIOLIUX BOMPOCHI
oOecrnieueHns 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX;
(32): ocHOBHBIE BHIBI YIpo3 O€30MAaCHOCTH IEPCOHAIBHBIX MAHHBIX B HMH()OPMAIIMOHHBIX
cHCTeMax MePCOHATBHBIX JaHHBIX;



(33): mOpsAIOK TNPUMEHEHHS OpPTaHWU3AIMOHHBIX MEP M TEXHMUYECKHMX Mep OOeCTeUeHHs
0€30MaCHOCTH TEPCOHATBHBIX JAHHBIX IMPH KX 00paboTKe B HMH(POPMAIMOHHBIX CHCTEMax
NIEPCOHATBHBIX JaHHBIX;

ymemp:
(Y1): pa3spabaTeiBaTh HEOOXOIMMBIE JOKYMEHTHI B HHTEpecax OpraHu3alnud padoT o
o0ecrieyeHnI0 6e30MacHOCTH MEePCOHATBHBIX JaHHBIX;
(Y2): mpoBOAMTH OIEHKH aKTyalbHBIX Yrpo3 O€30MacHOCTH IMEPCOHATBHBIX JaHHBIX MPU HX
00paboTke B MH(POPMAITMOHHBIX CUCTEMaX MEePCOHATBHBIX JTAHHBIX;

61a0emb HABLIKAMU
(H1): onpenenenust ypoBHs 3alIUIIIEHHOCTA CUCTEM MEPCOHAIBHBIX JTAHHBIX;
(H2): BeIsSIBIIEHUEM yTpo3 O€30MIACHOCTH MEPCOHATIBHBIX JAHHBIX B HH()OPMAIIMOHHBIX CUCTEMaX
MEPCOHATBHBIX JaHHBIX.

4. CtpyKTypa U coJepkaHne y4eOHOU JUCITUTLTAHBI.

OO6pa3oBarenbHast 1eTENbHOCTh 110 AUCLUIIIMHE TPOBOJUTCS:

- B (hopMe KOHTAKTHOM paboThl 00yJarOMIUXCs C MeJarornyeCKuMu paboOTHUKAMHU
OpraHu3aluy U (WIK) JIMLIAMU, IPUBJIEKAEMbIMUA OpraHU3alUel K peanu3anuy 00pa3oBaTeIbHbIX
IIpOrpaMM Ha MHBIX YCIIOBUSX ([ajiee — KOHTaKTHas padoTa);

- B (hopMe CaMOCTOSTENIbHON pabOTHI.

KonTakTHas paboTa BkItouaeT B ce0s 3aHATHUS JEKIIMOHHOTO THIIA, 3aHATUSI CEMUHAPCKOT0 TUIIA
(ceMuHapbl, NPaKTUYECKUE 3aHATHUSA, JJaOOpaTOPHBIE Pa0OTHI, IPAKTUKYMBI), TPYIIOBbIE U (MJIN)
WHAUBHUIyallbHbIE KOHCYJBTALIUU, B TOM YHCIIE B 3JIEKTPOHHON HH(OpPMAIIMOHHO-
00pa3oBaTesbHOU cpejie.

O6o3HaueHus:

JI — ek, 1/p — maboparopHbie padoTHhI, I/p — npakTHdeckue 3auatust, KCP — KoHTpoIb
camocrosTensHoil padoTel, CPC — camocrositenbHas pabota crynenra, UOP — untepaktuBHas
¢dopma pabotsl, K — KOHTpOIIB.

4.1. Cooeporcanue OuCyuniuHbl.

Conepxanue ®opmupyemele | PopMHUpyEMBIE
KOMIIETEHIIN U 3YH
Pa3gex 1. [IpaBoBbIe U OPraHN3alHOHHBIE OCHOBBI OIIK-5, TTK-9 31, V1

TeXHHYECKOM 3aIIUThI MEPCOHAJIBHBIX TAHHBIX

OCHOBHBIE TOKYMEHTHI, OTIPEICIISIONINE HATIPABICHUS U MTOPSIOK
OpTaHU3AINH JCSITEIHHOCTH, OPTaHU3AIMOHHBIC U TEXHUIECKHE
MEpHI 10 00eCTIeYeHHI0 OE30MTACHOCTH NIEPCOHANBHBIX TaHHBIX
npu uX 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMAaX MEePCOHATBHBIX
JIAHHBIX.

[IpaBa cyObEeKTOB MEPCOHANBHBIX JaHHBIX. CTIOCOOBI 3aIIUTHI
MpaB CyObEKTOB MEPCOHATBHBIX TAHHBIX.

Pasnea 2. Yrpo3bl 0€300aCHOCTH NEPCOHAIBHBIX JAHHBIX TIK-9, TIK-13, IIK- | 32, ¥2, H2
MeTomp! 1 CpeICTBa BBISBICHHS YTPO3 HECAHKIIMOHUPOBAHHOTO 15

JIOCTYTIAa K HTHQOPMAIIMH U CIICIIUAJFHBIX BO3ICHCTBUI HA HEé

Paznea 3. OGecnieuenne 6e30MaCHOCTH NEPCOHATbHBIX OIIK-5, TIK-9, TIK- | 33, ¥2, H1
JTaHHBIX 13, TIK-15

Omnpejenenre HEOOXOUMBIX YPOBHEH 3aIUIICHHOCTH
MEPCOHATBHBIX JAHHBIX

CoaeprkaHue mep no obecneyeHnto 6esonacHoOCTM
NepCcoHabHbIX AAHHBIX, Peasn3yemblX B pamMKax CUCTEMbI
3aLLMTbl NePCOHaNbHbIX AAHHBbIX.

3auer OIIK-5, TIK-9, IIK- | 31, 32,33, V1, V2,
13, I[1IK-15 HI, H2




4.2. Obvem oucyuniuHsl, 8UdbL Y4eOHOU pabomvl 00YYAIOWUXCS RO OYHOU (hopme 00yUeHUsl.

AyIuTOpHBIE 3aHATH Bcero KonrakrHas pabora, gac. CPC, P, K, gac.

Jac. gac. qac
J /p Jip KCP

Paznea 1. IIpaBoBbie n
OpraHu3alMOHHbIE OCHOBBI
TeXHHYEeCKOMH 3aIUThI
NMEPCOHATBbHBIX TAHHBIX

Tema 1. [IpaBoBbie 1 17 4 6 7 4
OpraHU3al[HOHHbBIC OCHOBBI
TEXHUYECKOW 3aIUThI
UH(OpMALIH OTPAHUYCHHOTO
J0CTyIa

Pazpnen 2. Yrpo3ssl
0e30IaCHOCTH NEPCOHATBHBIX
AAHHBIX

Tema 2. BoisiBiienue yrpo3 21 8 6 7 8
Oe3omacHOCTH MH(POPMAIIHK Ha
o0BeKTax

nH(OopMaTH3aNH, OCHOBHEIC
OpraHM3aI[MOHHBIC MEPHI,
TEXHUYCCKUEC U ITPOrpaMMHBIC
CpeZCcTBa 3aIUTh HHPOPMALIUH
OT HECAHKIIMOHHPOBAHHOTO
JocTymna

Tema 3. Yrpo3sl 6€30MacHOCTH 22 8 6 8 8
NEePCOHAIBHBIX JIAHHBIX MIPU UX
00paboTke B MH(POPMAIIMOHHBIX
cHCTeMaXx MepPCOHATBHBIX
JIAHHBIX, OPTaHH3alUOHHBIC 1
TEXHHUYECKUE MEPHI 3aHUTHI
nHGOpMAIUH B
UH()OPMAIIMOHHBIX CHCTEMAX
HEePCOHATBHBIX JIAHHBIX

Pasnen 3. OGecneuenue
0€e30MacHOCTH NEePCOHAIBHBIX
AAHHBIX

Tewma 4. OCHOBBI OpTaHU3AIHH 22 8 6 8 8
U BeIeHUs paboT 1o
obecrieueHnI0 6€30MTaCHOCTH
HIEPCOHABHBIX TAHHBIX MTPH UX
00paboTke B MHPOPMALMOHHBIX
CHCTeMaXx MepPCOHABHBIX
JTAHHBIX

Tewma 5. [IpakTryeckue 22 4 8 10 4
peann3alyy TUTIOBBIX MOJIEIIeH
3aMIUIIEHHBIX
WHQOPMAITUOHHBIX CHCTEM
00paboTKH MepCOHATBHBIX

JTAHHBIX
3auer 4 2 2
Hroro 108 32 32 2 42 32

33.e.




5. CoaeprxkaHue pa3eaoB JUCHUIUTMHBI
5.1. Jlexyuu.

PA3JIEJI 1. TIPABOBBIE U OPTAHU3AIIMOHHBIE OCHOBbI
TEXHUYECKOM 3AIIMTHI THOOPMAIIUA
Tema 1.IIpaBoBble W OpraHM3alMOHHbIE OCHOBBI TEXHHYECKOH 3alIUTHI
HH(OPMaLH OrPAHUYEHHOI0 JOCTYNA

OcHoBHBIE TOHATHA B 00nacTu TexHuuyeckor 3amuTsl nHpopmarmu (T3M). Crparerus
HanMoHaNbHOW  Oe3omacHocTH  Poccuiickoit  ®enmepanun 1o 2020 roma. JlokTtpuHa
uHpopmannonHoit 6ezomacHoctu Poccuiickoit denepanuu. Konnenrtyanasabie ocHoBbl T3U.
3aKkoHOJIaTeNIbHbIE M HHBIE TMPABOBBIE aKThl, peryaupytomue Bomnpockl T3W. Cucrema
nokyMeHTOB 1o T3U u kpaTkas XapakTepUCTHKa €€ OCHOBHBIX COCTaBIISAIOLIUX.

OcCHOBHBIE JOKYMEHTBI, OIpPEACIAIONIME HANpPaBICHUS W IOPSANOK OpraHu3aluu
NeSITeIbHOCTH, OpPraHU3AI[MOHHBIE M TEXHUYECKHE MEpbl IO O0ECle4YeHUI0 Oe30MacHOCTH
IEPCOHANBHBIX JaHHBIX IpU HMX 00paboTke B MH(OPMAIMOHHBIX CHUCTEMaX IEpPCOHAIBHBIX
naHHbix.IIpaBa cyObeKkTOB mNepcoHanmbHBIX JaHHbIX. CHocoObl 3aluThl MpaB CyOBEKTOB
NIEPCOHAIBHBIX JaHHBIX

PA3JIEJI 2. YI'PO3bl BE3OITACHOCTHU UH®OPMALIUAN

Tema 2. BoisiBiieHne yrpo3 0e3onacHocTu MHGOPMAaIMU HA 00beKTaX
HH(pOpMaTH3alNH, OCHOBHbIE OPraHU3allMOHHbIE MePbl, TEXHUYECKHE U MPOrpPaMMHbIe
CPeACTBA 3alMTHI HH(POPMALMH OT HECAHKIIMOHMPOBAHHOI'O 10CTYIIA

[lonatust «Oe3omacHOCTH WHGPOPMALUN», «YIPO3bl 0O€30MaCHOCTH HH(POPMALIUNY,
«ySI3BUMOCTH», «UCTOYHHMKA Yyrpo3bl». LlenocTHOCTh, KOH(DUAECHIHMANBHOCTh U JOCTYIHOCTh
uHpopmanuu. KnaccupukanumonHas cxema yrpo3 0e30macHOCTH MH(pOpMaluu U HX 00mas
xapaktepuctuka. (OCOOCHHOCTM MpPOBEAEHUS KOMILJIEKCHOIO  MCCIEIOBaHUSA  OOBEKTOB
uHpOpPMATH3alMN Ha HaJTM4ue yrpo3 Oe3omacHocTy wH(popMaruu. MeToabl OIIEHKH OMacHOCTH
yrpo3. Knaccudukanus o0bexkToB HHPOpMaTH3anuu. MeToauuecKkue peKOMEeHJAUU I10
KJIaCCU(UKALMU U KaTErOPUPOBAHUIO 0OBEKTOB MH(OPMATHU3AMU. XapaKTEPUCTHUKA OCHOBHBIX
yIpo3 HECAaHKIIMOHUPOBAHHOTO AOCTYNa M MoJeneil HapymuTess 6e30nacHOCTH UH(opMaIuy, a
TaK)Ke CIoco0OB peanu3alMu AITHX Yrpo3. XapakTepUCTHKa OCHOBHBIX KJIACCOB aTak,
peaan3yeMbIX B CETAX OOILIero Mojib30BaHUs, (PYHKIMOHHPYIOUIMX C HCIOJb30BAaHHUEM CTEKa
nportokosioB TCP/IP.

[lonsTHE TPOrpaMMHO-MaTEMAaTHYECKOIO BO3JEHCTBUS M BPEIOHOCHOM IIPOrpaMMBL.
Knaccugukanus BpeJOHOCHBIX MPOrpaMM, OCHOBHBIX JI€CTPYKTUBHBIX (PYHKIIMH BPEIOHOCHBIX
nporpaMM M crnocoOoB  ux peanu3aiuu. OCOOEHHOCTH IMPOrpPaMMHO-MAaTeMaTHYECKOTo
BO3JCHCTBUS B CETAX OOLIEro moib3oBaHUs. MeToapl U CpeAcTBa BBIABICHHUS YIpo3
HECAaHKIIMOHMPOBAHHOTO JOCTyHna K HMH(OpPMaluu M CHEeNMalIbHBIX BO3ACHCTBHIM Ha HegE.
[Topsimox oOecnedyeHus 3alUThl MHPOpPMAIMM NpPU SKCILTyaTallud aBTOMAaTH3MPOBAHHBIX
cucteM. 3anmTa MHPOPMALMU Ha aBTOMATU3UPOBAHHBIX PabOYMX MecTax Ha 06a3e aBTOHOMHBIX
[19BM. 3amura nHhopMaluy B JOKAIbHBIX BEIUUCIUTENBHBIX CETIX. 3aluTa HHPOPMAIH IPU
MEKCETEeBOM B3aMMOJECHCTBHM. 3amuTa MHGOpManuu npu padoTe ¢ CUCTEeMaMH YIpaBJICHUS
O6azamu naHHbiX. llopsaok oOecnedeHus 3amuThl WHGOPMAlUU TPH B3aUMOACHCTBUH C
UH(POPMALIMOHHBIMU CETSAMHU OOIIEro MOJIb30BAHUS

TpeboBanust U pekoMeHIaluu 1O 3amuTe WHpopManuu, odpadaTbiBaeMoil CpeacTBaMU
BBIUUCIUTENbHOU TexHUKH. CoaepkaHue M TOPSJIOK IPOBEACHUS aTTeCTAllMM OOBEKTOB
nHpopmaTuzanuu mo TpeboBaHusiM Oe3omacHocTH WHPopManuu. CTPyKTypa, COAEpKaHUE W
HOPSIOK  MOATOTOBKM  JIOKYMEHTOB TPU  aTTeCTallMd OOBEKTOB HMH(POpPMATHU3ALUH  TI0
TpeOoBaHUSAM 0€30MacHOCTH MH(OPMaLIUH.

Tema 3. Yrpo3sl 0e30macHOCTH NEPCOHAJBHBIX JAHHBIX NPH HX 00padorke B
HHPOPMALMOHHBIX CHCTEMaX NMEePCOHAIbHBIX TaAHHBIX, OPraHU3ALHOHHbIE U TEXHUYECKHe
Mepbl 3aIMTHI HHPOPMAaMU B HH(POPMALIMOHHBIX CHCTEMaX MEePCOHAJTbHBIX JaHHbBIX



OcobenHoct HHOOPMAITMOHHOTO dJIEMEHTa MHPOPMAIIMOHHON CHCTEMbI TIEPCOHATBHBIX
naHHBIX. OCHOBHBIE THIBI aKTyaJIbHBIX YIpo3 0€30MacHOCTH MEPCOHAIBHBIX JTAaHHBIX MPH KX
00paboTke B MH(POPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX TAHHBIX, MOPSIOK UX OMPEIEeIICHUS.
Yrpo3bl HECAaHKIIMOHHPOBAHHOTO JOCTyNma K uHMoOpManmuu B HWHOOPMANMOHHBIX CHCTEMax
MEPCOHAIBHBIX JaHHBIX. YTPO3bl YTEUKH UH(POPMALIMH 110 TEXHUYECKUM KaHaJlaM.

Ocobennoctu obecrieueHust 0€30MaCHOCTH NEPCOHANBHBIX JAHHBIX, 00padaThIBA€MbIX Ha
ABTOMATHU3UPOBAHHBIX padOYMX MeCTax ¢ UCMHOJIb30BaHHMEM aBTOHOMHBIX [I9BM, B j0KaIbHBIX
BBIYMCIIUTENBHBIX CETAX U MPU MEKCETCBOM B3aMMOJCHCTBHH. PeKoMEHIalNY 110 TPUMEHEHHIO
Mep U CPeICTB o0ecreueHrs 0€30MacHOCTH MEPCOHATIBHBIX TaHHBIX OT (PU3MUYECKOTO JOCTYIIA.

[MpyuuHbl W (QU3NYECKUE SBIICHUS, MOPOXKMAMOIINE TEXHUYCCKHE KaHAIBl YTEUKU
unpopmanuu (TKYHW) npu skcruryaranuu o0bektoB nHbopmaruzanuu. Kinaccudukanus TKYH.
OcHoBHbIE TPeOOBaHUSA U PEKOMEHIAIIUY TI0 3aIIUTE PEUeBON MH(GOPMAIIUH, TUPKYITUPYIOIICH B
3amUIIaeMbix  noMenieHusx. OleHka 3alMIIEHHOCTH  HH(pOpMauu, oO0padaThiBaeMOi
OCHOBHBIMHM TEXHHUYECKHMMH CPEJICTBAMH M CHCTEMaMH, OT YyTE€YKHM 3a CYET HABOJOK Ha
BCIIOMOTaTeNbHbIE TEXHUUECKHUE CPEICTBA M CUCTEMbI U UX KOMMYHUKAIIUU.

PA3JIEJ 3. OBECIIEYEHUE BE3OITACHOCTHU UH®OPMAIINN

Tema 4. OcHOBBI OpraHM3anuM U BeJdeHHs] padoT Mo odecnevyeHUI0 0€30MACHOCTH
NMEePCOHAILHBIX JIAHHBIX MPHU UX 00pa00oTKe B HH(POPMANMOHHBIX CHCTEMAX MEPCOHATBHBIX
JAHHBIX

OnpeneneHre HEOOXOAMMBIX YPOBHEH 3alIUIIEHHOCTH TEPCOHAIBHBIX JaHHBIX MPU UX
00paboTke B MHGOPMAIMOHHBIX CHUCTEMaX B 3aBHCHUMOCTH OT THIIa aKTyaJbHBIX yIpo3 JUIs
WH()OPMAIMOHHBIX CHCTEM, BHUJIa U o0ObeMa oO0pabaThiBA€MBIX B HHUX TEPCOHATBHBIX
naHHbix.CocTaB Mep 1o o0ecreyeHni0 0e30MacCHOCTH MEePCOHANBHBIX JaHHBIX, PEaTU3yeMbIX B
pamMKax CHUCTEMBI 3aIUTHI MIEPCOHATBHBIX JAaHHBIX C YYETOM aKTYalbHBIX yrpo3 0e30MacHOCTH
MEPCOHAIBHBIX JaHHBIX U MIPUMEHIEMbIX HH(POPMALIMOHHBIX TEXHOJIOTUH.

[Topsimox BbIOOpa Mep 1o obecnedeHHI0 O€30HMaCHOCTH TEPCOHAJBHBIX JaHHBIX,
NOJAJIeKAITUX peanu3alud B WHGOPMAIMOHHON cHCTeMe B paMKaxX CHUCTEMBI 3allUThI
MEPCOHANILHBIX JAaHHBIX: OmpenesieHrne 0a3oBoro Habopa mep, amanrtanus 06a30BOTO Habopa,
VTOYHEHHE  aJalTUpPOBaHHOTO  0a3oBoro Habopa Mep, JAOMOJIHEHHWE  YTOYHEHHOTO
azanTUpoBaHHOTO OazoBoro Habopa mep. CoaepikaHwe Mep MO 00ecleueHHuI0 0e30MaCHOCTH
MEPCOHANBHBIX JaHHBIX, pEAIU3yeMbIX B paMKaX CHCTEMBbI 3alllUThl TMEPCOHATBHBIX
naHHBIX. TpeOoBaHUS K cpeACcTBaM 3alIUThl HHPOPMAITUH T 00CCIICUCHHSI Pa3IMIHBIX YPOBHEH
3aIIUIIIEHHOCTH MEPCOHATBHBIX TaHHBIX.

Opranu3zanus odecnieueHrs 0€30MacHOCTH MEPCOHATbHBIX TaHHBIX
B OpTraHM3alMsIX M yupekJeHHsX. [lepedeHb OCHOBHBIX 3TaloOB MPHU OpraHU3aluu padboT Mo
obOecrieueHHI0 0€30MacHOCTH  TIEPCOHANBHBIX  JAHHBIX.MEpONPHUATHS 10 TEXHUYCCKOMY
obecrieueHnI0 0€30MacHOCTH MEPCOHATBHBIX JAaHHBIX MPU MX 00padoTKe B MH(DOPMAIIMOHHBIX
CUCTEMax MEePCOHAITBHBIX JaHHBIX H OCOOCHHOCTH UX PealTU3allnu.

Copep:xanne, MOPAIOK pa3pabOTKM W BBOJA B JCHCTBHE BHYTPEHHHX HOPMATHBHBIX
JIOKyMEHTOB M aKTOB HEHOPMATHBHOTO XapakTepa Mo o0pabOTKe MEepCOHATBHBIX JTaHHBIX U
obecrneueHnI0 Oe30MacHOCTH MEePCOHANBHBIX AaHHBIX. [loaroToBKa yBegoMieHuit 06 o6paboTke
MEPCOHAIBHBIX JAHHBIX B YIIOJHOMOYCHHBIH OpraH, MOPSAJOK BHECEHUS HM3MCHCHHH B paHee
MPEJICTaBICHHOE B YIOJHOMOYEHHBIM opraH yBeaomieHue. OOs3aHHOCTH omepaTopa,
OCYIIECTBIISIIONIETO 00pabOTKy TEpCOHANBHBIX MaHHBIX. [lopsAmok © ycioBHs 00pabOTKH
MEPCOHANBHBIX JaHHBIX 0e3 cpeAcTB aBToMmaTu3anuu. [lopsimok ¥ MeToabl 00e3MMYUBaHUS
MEePCOHANIBHBIX JIAHHBIX, HX JaeoOe3nuuuBanue. (OcoOeHHOCTH 00pabOTKH TEepCOHATBHBIX
JAHHBIX B YCJIOBUSAX TOCYIAapCTBEHHOW TPAKIAHCKOW CIY:KObI M MYHHIIMIIAIBHOU CITY>KOBI.
OTBETCTBEHHOCTh 3a HapylleHHWe TpeOoBaHHWI 3akoHOmaTenbcTBa Poccuiickoit denepanuu B
00JacTH MepCOHATBHBIX JTaHHBIX.

Tema S. IlpakTHyeckne peanu3anuu THIOBBIX MO/ EJICH 32 ILEHHBIX
HH(OPMANMOHHBIX CHCTEM 00Pa0OTKH MEPCOHAIBHBIX TAHHBIX



Komrmiekc opraHu3aiimOHHBIX ¥ TEXHUYECKUX MEPONPHUATHH (MPUMEHEHUS TEXHUYECKUX
CPEICTB), B paMKax TOJCUCTEMBbl 3alIUThl TEPCOHAIBHBIX JaHHBIX, pa3BEpPTHIBAEMON B
WH(POPMAIIMOHHOW CHUCTEME TMEePCOHAIBHBIX JIAHHBIX B TMPOIECCe €€ CO3MaHus WU
MozaepHuzanuu. OCHOBHOE COJIEp)KaHUE H3TAlOB OpraHu3anuu obecreueHus O0e30MacHOCTU
MIePCOHAIIbHBIX JIAHHBIX.

BapuanTsl peanuzanuu MEpONPHUSITHA O 3alIUTE MEPCOHATBHBIX JTAHHBIX U THUIIOBBIC
MOJICNIA 3aIIMIICHHBIX MH(OPMAIIMOHHBIX CHUCTEM NMEPCOHAIBHBIX JAHHBIX C HCIOJb30BaHUEM
CYIIECTBYIOIIUX CEPTUDUIIUPOBAHHBIX CPEICTB 3AIIUTH HHPOPMAIIHH.

Bupl, hopmbl 1 cTOCOOBI KOHTPOJIS 3aITUTHI IEPCOHATBHBIX JTAHHBIX
B MH(DOPMAIMOHHBIX CHUCTEMAaX IMEePCOHANBHBIX MAaHHBIX. [ImaHupoBaHue PadOT MO KOHTPOIIO
COCTOSIHMSI 3alllUThl TMEPCOHAIBHBIX JIAHHBIX B WH(OPMAIMOHHBIX CHUCTEMax IEPCOHATBHBIX
JnaHHbIX. OCHOBHBIE BOIIPOCHI, MOAJIEXKAIME NPOBEpKE (aHAIU3y) MPU KOHTPOJIE COCTOSHUS
OpraHU3aIMH 3alTUThI IEPCOHATBHBIX JTAHHBIX.

5.2 Jlabopamopnwle pabomul

Ha naGopatopHble 3aHSATHS BBIHOCSTCS BOIPOCHI, YCBOGHHE KOTOpBIX TpeOyeTcsi Ha
YPOBHE HABBIKOB U YMEHHIA.
1. Onpenenenue nepeyvHs MEPCOHATBHBIX JaHHBIX HA IPUMEpPE OaHKa U OOJBHHIIBL.
2. Omnpexnenenue yrpo3 6€30MacHOCTH MPEANPHUATHS HA TpuUMepe OaHKa U OOJbHUIIBL.
3. Paccmorpenue crareir 149 @3 «O6 umHpopmanuu, MHPOPMAITUOHHBIX TEXHOJOTHIX U O
3anmTe UHpopMaIm)
Paccmotpenue crareit 152 @3 «O nepcoHalbHBIX JaHHBIX»
5. Paccmorpenue crateit @3 98 «O kommepueckoit TaitHe», @3 99 «O nuIeH3UPOBAHUU
OT/ICNIbHBIX BUJIOB JICATEITLHOCTH».
6. Paccmotpenue crateit YK P® u Koan P®, cBsazannbix ¢ npectymienusmu B chepe UT u
3anuThl [1/1H.
7. OmpeneneHue YpOBHS 3alIUIIEHHOCTH MEPCOHAIBHBIX JAaHHBIX MPEANPUATHS HA TpUMeEpe
OaHka U OOJILHUIIBI
8. CocraBneHne MOAEITH aKTyalbHBIX YIPO3 MPEITPHUITH
5.3. Bonpocul 0151 camocmosmenvHou pabomul cmyoeHma

&

Tema Bonpoc

Tewma 1. [IpaBoBBIE M OpraHU3aLIMOHHBIE
OCHOBBI TEXHUYECKOH 3alUTHI
UH(OPMALIMU OTPAaHMYEHHOI'0 JI0CTYTa

O3HakoMJIEHHE C 3aKOHOAATEIILCTBOM B cepe
3amuThl HH(GQOPMAaLUK orpaHuYeHHOro qoctyna (D3
149, @3 152, ®3 98, ®3 99)

Tema 2. BeisiBnenue yrpo3 6€301macHOCTH
uH(popMaluu Ha 00bEKTAX
uHpOpMaTU3allu1, OCHOBHbBIE
OpraHU3alMOHHBIE MEPBI, TEXHUYECKUE U
IIPOrpaMMHBIE CPEJCTBA 3AILUTHI
uH(pOpMaIlMU OT HECAHKIIMOHUPOBAHHOTO
JOCTyIIa

CoCTaBUTh U 3alI0OJIHUTH OHpOCHLIﬁ JIUCT OJIA
OMPECACIICHUA UCXOAHOI'0 YPOBHA 3allIUIIICHHOCTHU
HH(I)OpMaHHOHHOﬁ CHUCTCMBI IICPCOHAJIBHBIX TAHHBIX

Tewma 3. Yrpo3sl 6€30nmacHOCTH
NEPCOHANBHBIX JaHHBIX MPH UX
00paboTke B HH(GOPMAIIMOHHBIX
cucTeMax MepCOHAJIbHBIX JaHHBIX,
OpTraHHU3allMOHHBIC U TEXHUYCCKNUE MCPDBI
3alUThl UHQOpPMAINH B
MH(OPMALIMOHHBIX CHCTEMaX
NEePCOHATBHBIX JAHHBIX

O3HakoMJIeHHE ¢ 6a30BOM MOJIENBIO YIPO3
6e30macHOCTH NepcoHaIbHbIX AaHHBIX ( PCTOK
15.02.2008)

Tema 4. OCHOBBI OpraHu3alyy U
BeJICHHS pabOT 10 00ECIICYCHHIO

O3HakOMJIEHUE C METOJMKOU ONpeIeICHUS
AKTyalIbHBIX yIpo3 0€30MaCHOCTH MEPCOHATBHBIX
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0€30MacHOCTH MEePCOHATBHBIX TAHHBIX naHHbIX (PCTOK 14.02.2008)
IpU UX 00paboTKe B MH(DOPMAITMOHHBIX
CUCTEMaX MEPCOHAITBHBIX JTAaHHBIX

Tema 5. IIpakTuueckue peanu3anuu CamocTosiTenbHast paboTa ¢ MOAENBIO YTPO3 Ha
TUIIOBBIX MOJIENEH 3alUIIICHHBIX MIPEANIPHUSATHH, BRIPA0OTKA MPEATIOKESHUN IO Mepam
MH(}OPMALIMOHHBIX CUCTEM 00pabOTKU yCTpaHEHUS BBISABICHHBIX yTPO3.

MNEPCOHAJIBHBIX TAHHBIX

6. OOpa3oBaTeIbHbIC TEXHOJIOTHH

B cootBercTBUM €O CTPYKTypoil o00pa3oBaTeiabHOro mpolecca IO AUCHUILTHHE
IIPUMEHSIFOTCS CIEAYIOLIUE TEXHOJIOTUU:

— JTMarHOCTUKH;

- LeJIeTIoNaraHus;

— yIpaBJIEHHS MPOIIECCOM OCBOEHUS yueOHON MH(pOpMAaIIN;

— MIPUMEHEHUS 3HAHUN Ha MPaKTHUKe, TOMCKA HOBOH yueOHOI nHdopmanmu;

— OpraHM3allii COBMECTHOM M CaMOCTOATEIbHOU JEATEIBHOCTH OOy4Yarouuxcs
(yaeOHO-1103HaBaTEIHLHOM, HAy4YHO-UCCIIEI0BATEIbCKOM, 4aCTUYHO-TTIOMCKOBOH,
PENpOAYKTUBHOM, TBOPUECKOH U TIp.);

— KOHTpPOJISl KauecTBa W OIICHMBAHMS PE3yJIbTaTOB 0OPa30BATEIbHOU EATEIbHOCTH
(TexHOJIOTUS OLIEHMBAHUS KauecTBa 3HAHUI, pETUHIOBasi TEXHOJIOTUS OLIEHKH 3HaAHUM U Ap.)

B cootBerctBuu ¢ TpeboBanusimu PI'OC BO ans peanuzanud KOMIIETEHTHOCTHOTO
MOJX0/1a TpU OOYYEHHH TUCHMIUIMHE MPEAYCMOTPEHO MIMPOKOE HCIOJIb30BAHHE B Y4EOHOM
MPOLIECCE AKTUBHBIX M MHTEPAKTUBHBIX METOJIOB IIPOBEICHUS 3aHATUH:

[Tpu o0yyeHNH AUCHIUTUIMHE IPUMEHSIOTCS CIIeIyIoImune (GOpPMBI 3aHITHHI:

- JIEKLIMH, HallpaBJICHHbIE HAa MOJIYYEHHE HOBBIX U YIIIyOJ€HNE HAyYHO-TEOPETUUYECKUX
3HaHUH, B TOM 4YHCJI€ BBOJHAS JIEKLIMs, HHPOPMALMOHHAS JEKIMs, 0030pHas JEeKIHs, JEKIUs-
KOHCYJIbTAlMs, TPOOIeMHas JIEKIUs, JIEKIIMU-TUCKYCCUH, JIEKITUU-0ece bl U JIp.;

- nabopaTopHble 3aHATHS, IPOBOJUMBIE IO/ PYKOBOJACTBOM IIpENojaBareis B
yuyeOHOIl nabopaTopuM C UCIOJB30BAaHUEM KOMIBIOTEPOB U y4yeOHOro 000pyHOBaHMA,
HaIpaBJIEHHbIE HA 3aKpeIJICHUE U MOJIyYeHHUE HOBbIX YMEHUI U HAaBBIKOB, IPUMEHEHUE 3HaHUMN
Y YMEHUH, OJTYYEHHBIX Ha TEOPETUUECKUX 3aHATUAX, IPHU PEIICHUH MPAKTUYECKUX 3a/1a4 U JIp.

Bce 3anstus obecriedenbl MmynbTEMeIuHBIME cpeacTBaMu (SMART mocku, mpoeKTopsl,
HKPaHBI)JIs MOBBIIMIEHUS] KauecTBa BOCHPUATUS H3yyaeMoro marepuana. B oOpasoBareinbHOM
MPOLIECCE IUPOKO UCTIOIb3YIOTCS HHPOPMAIIMOHHO-KOMMYHUKALOHHBIE TEXHOJIOTUH.

CamocrosTenbHas paboTa CTYIEHTOB — OTO IUlaHMpyeMas paboTa CTYICHTOB,
BBIMIOJIHSAEMAsl MO 3aJaHUI0 IpPU METOJAWYECKOM PYKOBOJCTBE IIpernojaBaressi, HO 0e3 ero
HEMOCPEACTBEHHOro ydacTusi. POpMBl CaMOCTOATENbHON pPabOThl CTYAEHTOB OIpPENENIOTCS
coJlep’kaHueM Yy4eOHOM NMCHUIUIMHBI, CTENEHBIO MOJATOTOBJIEHHOCTH CTYIEHTOB. OHU MOTYT
UMeTh Y4YeOHBIH WM y4eOHO-MCCIIeOBATENbCKUN XapaKTep: aHalu3 JIUTEpaTypbl MO TeMe,
MOATOTOBKA K JaOOpaTOpHBIM paboTaM, MOATOTOBKA pe(epaTHUBHBIX COOOIIEHUM, pa3paboTka
IIPOEKTa U JIp.

dopmMamMH  KOHTPOJII CaMOCTOSITENIbHOM paboThl BBICTYNAIOT OICHUBAaHUE IPOBEpPKa
OTYETOB IO pe3ylbTaTaM BBIOJHEHHBIX 3aJaHUM M J1a0opaTopHBIX paboT. PesynbTaThl
CaMOCTOSITENIbHOM paObOThl YUUTHIBAIOTCS IIPU OIIEHKE 3HAHUM Ha 3ayeTe.

7. ®OpMBI aTTECTALIMU U OLIEHOYHBIE MaTEPUAITbI

Texkymuii KOHTPONb MPEAHA3HAYCH JJIsl MPOBEPKH XOJa U Ka4eCcTBa YCBOSHUS Y4eOHOTO
MaTepuaia, CTUMYJIUPOBAHUS yueOHOM paOOThl 00YUAIONIUXCS U COBEPIIICHCTBOBAHUS METOIUKH
npoBefeHUs 3aHsATUid. OH TPOBOIUTCS B XOAE BCEX BUAOB 3aHATHH B Qopme, U30paHHOUN
npenoaaBaTeniemM.

[TpoMexxyTouHasi aTTeCTalUsT UMEET IIENIbI0 OMPENEIUTh CTENEHb JOCTIKEHUS Y4eOHBIX
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nejaeil mo ydeOHOW IUCHUIUIMHE W mpoBoaWTcs B (opme 3adera. [lpuHuMaercs 3ader
npenoaaBaTeJsiMu, YATAOUMIUMHA JICKIIUU 10 HaHHOﬁ yqe6H0171 JUCHUIIIIMHE B COOTBETCTBUHU C
MEPEYHEM OCHOBHBIX BOIIPOCOB, BBIHOCUMBIX JIJIsl KOHTPOJIS 3HAHUN 00yUYaIOIIUXCS:

7.1. [Ipumepnbiil nepeueHb 6ONPOCO8 K 3auemy

1.  3axkoHopmarenbHBIE U UHBIE IPABOBBIE AKTHI, pErynupyomue Bonpocs T3U.

2.  JluneH3upoBaHUE NEATEIHLHOCTH B 001aCTH TEXHUYECKOM 3allUThl HH(OPMALIUU.

3.  Ceprudukammss CpeaCcTB  3alIUThl  WH(POpMAIUU,  aTTeCTalus  OOBEKTOB
nH(popMaTU3auK Mo TpeOOBaHUAM 0€30IaCHOCTH HH(POPMAIIHH.

4. OCHOBHBIC JOKYMEHTBI, OIPENCNAIONINE HAINPABICHUS W MOPSAOK OpraHU3aINH

JeSITeIbHOCTH, OpPraHU3ALMOHHBIE M TEXHUYECKME MeEpbl 10 00ecledyeHUI0 O0e30IacHOCTH
NEPCOHANBHBIX JaHHBIX IpU HX 00paboTke B HMH(OPMAIMOHHBIX CHUCTEMaxX IEPCOHATBHBIX
JAHHBIX.

5. CnocoObl 3a1IUThI TpaB CyObEKTOB NEPCOHAIBHBIX JIaHHBIX

6. LlemocTHOCTBH, KOHPHUICHINATBFHOCTD M JOCTYITHOCTh HH()OPMALIUH.

7.  Knaccudukanmonnas cxema yrpo3 Oe3zomacHocTH HHGMOpManmuu M WX oO0Imas
XapaKTEepPUCTHKA.

8.  OcobeHHoctu MIPOBEICHUS KOMIIJICKCHOTO WCCIICIOBAHUS 00BEKTOB
uH(pOpMaTH3aMK Ha HAJTMYUE yrpo3 0€30MacCHOCTH HH(OPMALIUH.

9.  Kiaccudukanus 00beKTOB HHPOPMATH3AIUH.

10. XapakTepucTUKa OCHOBHBIX YIPO3 HECAaHKLMOHMPOBAHHOIO JOCTYNa M MoJesei
HapymuTens 0e30macHOCTH HH(POPMAIUH, a TAKXKE CIIOCOO0B peaM3alny 3TUX YTPo3.

11. TlonsTHe nmporpaMMHO-MAaT€MaTUYECKOIO BO3JCHCTBUS U BPEAOHOCHOM MPOrpaMMBl.
Knaccugukanust BpeZJOHOCHBIX TIPOTPaMM,

12.  OcoOeHHOCTH HPOrpaMMHO-MaTEMaTHYECKOTO BO3AECHUCTBUS B CETAX OOIIEro
MIOJTb30BAHMUS.

13. Metoasl u cpelncTBa BBIABICHHMS YIpo3 HECAHKIIMOHMPOBAHHOTO JIOCTyNa K
MH(pOpMaLlMK U ClIelHaIbHBIX BO3IEHCTBUN Ha HEE.

14. Tlopsnok obecriedeHust 3amuThl  WMHGOpPMAMM TpU  B3aUMOJIEHCTBUU  C
WH()OPMAITMOHHBIMH CETSIMU OOIIETO MOJIH30BAHUS

15. TpeGoBaHuss ¥ peKOMEHAALMU IO 3ammre UHPopManuu, oOpabdaTbIBaeMOM
CpeACTBaMHU BBIYMCIUTEIHLHON TEXHHUKH.

16. Conep:xaHue M MOPSIOK MPOBEIEHUS aTTeCTallMd OOBEKTOB MHGPOpPMATHU3ALUHU IO
TpeOoBaHUSAM 0€30M1acCHOCTH MH(OPMALIUU.

17.  OcHoBHbIE TUIIBI AKTYyaJbHBIX YTPO3 0€30MACHOCTH MEPCOHANBHBIX JAHHBIX MPH HX
00paboTke B MHPOPMAIIMOHHBIX CHCTEMAaX TEPCOHABHBIX TAHHBIX, TIOPSIIOK UX OMPEIeIICHHS.

18. VYrpo3sl HECaHKIMOHMPOBAHHOTO JOCTyNa K HHGpOpMalUU B HHPOPMALUOHHBIX
cucTeMax NMepCOHATBHBIX JaHHBIX.

19.  Vrpo3s! yreuku nHpOpMaMK IO TEXHUYECKUM KaHaJIaM.

20. OcHOBHBIE HampaBIIEHUS JCATEIBHOCTH TIO OOecredeHnr0  0e30macHOCTH
NEPCOHANBHBIX JaHHBIX HpU HMX 00paboTke B HMH(OPMAIMOHHBIX CHUCTEMaxX MEpPCOHAIBHBIX
JTAHHBIX.

21. OcobenHocrtu oOecrieueHUs 0e30IMacHOCTH MePCOHAITBHBIX IaHHEBIX,
o0pabaTbIBacMbIX Ha aBTOMATH3MPOBAHHBIX pabOYMX MeCTaxX C MCIOIb30BAaHUEM aBTOHOMHBIX
[13BM, B NOKaJbHBIX BHIYUCIUTENIBHBIX CETAX U MPU MEKCETEBOM B3aHMMO/ICHCTBHH.

22. TlpuunHbl U (QU3WUYECKUE SIBICHHSA, TOPOXKIAIOIINE TEXHHUYECKHE KaHAIBI YTCYKU
unpopmanuu (TKYWN) npu skcruryaranun 00beKToB HHPOpMATU3aLINH.

23. Ormpenenenne HEOOXOIUMBIX YPOBHEW 3alIWIEHHOCTH MEPCOHATIBHBIX JAHHBIX TPU
ux 00paboTke B MHPOPMALMOHHBIX CUCTEMAaX B 3aBUCHMOCTH OT THIA aKTyaJbHBIX YIpO3 JJIs
MH(OPMALIMOHHBIX CUCTEM, BHJIa U 00beMa 00pabaThIBaeMbIX B HUX NEPCOHATbHBIX TAHHBIX.
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24. CoctaB mMep 10 o0ecredeHnto 0€30MacHOCTH MEPCOHANBHBIX JTaHHBIX, PEATHU3YEMBbIX
B paMKax CHUCTEMBbI 3aIUThI IEPCOHATBHBIX TAHHBIX C YY€TOM aKTYaJbHBIX YIpo3 0€30MacHOCTH
NEPCOHAIBHBIX JAHHBIX U IPUMEHSIEMbBIX HHPOPMAIIMOHHBIX TEXHOJIOTHUH.

25. Tlopsmox BbIOOpa Mep MO oOecredeHHt0 Oe30MaCHOCTH TEPCOHANBHBIX JTaHHBIX,
NOJUICKANUX peaTH3allid B WHQPOPMAIMOHHOW CHUCTEME B pPaMKax CHCTEMBI 3alllUThl
MEPCOHAIBHBIX JIAHHBIX: OINpejaeNieHne 0a30Boro Habopa Mep, amanrainus 0a3oBoro Habopa,
YTOYHEHHE  aJanTHpOBaHHOro  0a3oBOoro Habopa Mep, [IONOJHEHWE  YTOYHEHHOTO
aJanTHPOBAHHOTO 0a30BOr0 HAOOpa Mep.

26. Copepxanue Mep 10 0OecleueHHUI0 Oe30MacCHOCTH IEePCOHAIBHBIX JIaHHBIX,
pean3yeMbIX B paMKaX CUCTEMBI 3aIIUTHI IIEPCOHATBLHBIX JTAHHBIX.

27. TpeboBanus K cpeacTBaM 3amlUThl WHOOpPMAIUU sl 00ECIICUEHUs Pa3InYHBIX
YPOBHEH 3aIHUIIIEHHOCTH IEPCOHAIBHBIX JaHHBIX.

28. Opranuzamnusi obecrieueHus: 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX B OPTaHU3AIHIX
U YUPEKICHHSIX.

29. Copuepxanue, MOPSAAOK pa3pabOTKH U BBOJA B JCHCTBUE BHYTPECHHUX HOPMATHUBHBIX
JIOKyMEHTOB M aKTOB HEHOPMATHBHOTO XapakTepa 0 00pabOTKe MEPCOHAIBHBIX ITaHHBIX U
00eCTieYeHHI0 OE30MaCHOCTH MePCOHABHBIX JTAHHBIX.

30. O06s3aHHOCTH OllEepaTOpa, OCYIIECTBIIIONIET0 00pab0TKY MEePCOHANBHBIX TaHHBIX.

31. Tlopsimox wu ycioBus OOpaOOTKM TMEPCOHANbHBIX JAaHHBIX 0€3 CpeicCTB
ABTOMATH3AIIHH.

32. OTBETCTBEHHOCTh 3a HapylleHHE TpeOOBaHUN 3aKOHOIATEIbCTBA PoccHiicKoii
@eneparun B 0071aCTH IEPCOHABHBIX JTAHHBIX.

33. OcHOBHOE coOjAEp)KaHWUE dTAlOB OpraHu3aluu  o0ecreYeHHus Oe30MaCHOCTH
MEePCOHATBHBIX JaHHBIX.

34. Buapl, ¢GopMbl M CIOCOOBI KOHTpPOJIS 3allUThl TMEPCOHAIBHBIX JaHHBIX B
WH(OPMAIMOHHBIX CHCTEMaX MEePCOHATBHBIX TAHHBIX.

OHGHK& «GBavYTCHO» NPOCTABIACTCA CTYACHTY, BBINIOJIHUBIIEMY U 3alIUTUBIICMY B ITOJIHOM
o0Bpeme mabopaTtopHbie padOThl B TEUEHHE CEMECTpa, Yell YpOBEHb 3HAHWUW, YMEHUN M HABBIKOB
COOTBETCTBYET YPOBHIO OIICHOK «OTIIHYHOY, «XOPOIII0» WIH «yTOBICTBOPUTEILHO». OTeHKA «HE
3aUTEHO» MPOCTABISETCS CTYIACHTY, HE BBIMOJIHUBIIEMY U (UJIH) HE 3al[UTHBIIEMY B IOJHOM
o0beMe MpaKTUUECKHE 3aJaHus W Ja0opaTOpHbIE pabOThl B TEUYCHHE ceMecTpa, JIMOo uei
YpOBEHb 3HaHUM, YMEHUI U HABBIKOB COOTBETCTBYET YPOBHIO OLIEHKH «HEYIOBIECTBOPUTEIHHOY.

8. YueOHo-MeTonnueckoe u nHopMalmoHHOe obecrieueHrne yueOHO! JUCIUILTUHBI

OJEeKTPOHHBINA KaTaJIOr M JIEKTPOHHBIE MH(POPMAIIMOHHBIE PECYPChI, TPEI0CTaBIsIEMbIe
HayyHoi 6ubnuorexkoit ®I'BOY BO «HyBamickuii rocyaapcTBeHHbl yHuBepcuTeT umenu U.H.
VYiesiHOBa» TOCTYIHBI IO cebiike http://library.chuvsu.ru/

8.1. Pexomenoyemas ocHogHas tumepamypa.
(exxerogHoe OOHOBJIEHHME TIEpPEYHs M YCIOBUS JOCTyNa IMpeacTaBieHbl B IlpuioxkeHusXx k
paboueii mporpamme)

No HaszBanue

1. ®denepasbHbli 3ak0H oT 27 utons 2006 r. N 152-03
"O mepcoHANBHBIX JaHHBIX"[ DK TPOHHBIH pecypc]:

http://ivo.garant.ru/#/document/12148567/paragraph/24880:2

2. ®enepanbHblil 3ak0H OT 27 utonsg 2006 r. N 149-03
"O6 uHpopMaKH, HHHOPMALMOHHBIX TEXHOJIOTHAX U O 3auiuTe HHpopManun" [ DIeKTpOHHBIN pecypc]:
http://ivo.garant.ru/#/document/12148555/paragraph/3471:3

3. [Tpuka3 denepanbHO CIyKOBI MO TEXHUYECKOMY U 3KCIIOPTHOMY KOHTpOII0 oT 18 ¢eBpanst 2013 r. N
21"06 yrBepxxaennu CocraBa u coliepKaHHs OPraHU3ALMOHHBIX U TEXHUYECKHX Mep 110 00eCTIeueHHIO
0€30MacHOCTH IMEPCOHATBHBIX TaHHBIX IPHU UX 00pab0TKe B MHHOPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX



http://library.chuvsu.ru/
http://ivo.garant.ru/#/document/12148567/paragraph/24880:2
http://ivo.garant.ru/#/document/12148555/paragraph/3471:3
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JaHHbIX" [DneKTpoHHBIN pecypc].

http://ivo.garant.ru/#/document/70380924/paragraph/1:7

8.2. PexomeHnoyemas OONOIHUMENbHAS TUmMepamypa.
(exeromHoe OOHOBJICHUE U YCJIOBHS JOCTYIA MEPEYHs MpeaCcTaBicHbl B [IpunokeHusx K

paboueii mporpamme)

Hazsanue

«MeToanKa OTpeIeIeHUsIX aKTyaIbHBIX YIpo3 0€30IIacHOCTH ITePCOHATIBHBIX JaHHBIX IIPH UX
00paboTke B MHPOPMAITMOHHBIX CHCTEMaX NMEPCOHANBHBIX TaHHBIX)» YTBEPKICHA 3aMECTUTEIIEM
aupektopa @CTOK Poccunl4 derpanst 2008 r.[nexTpoHHsIit pecypc]:
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-

dokumenty/380-metodika-opredeleniya-aktualnykh-ugroz-bezopasnosti-personalnykh-dannykh-pri-ikh-

obrabotke-v-informatsionnykh-sistemakh-personalnykh-dannykh-fstek-rossii-2008-god

bazoBast Mozenb yrpo3 6€30MacHOCTH MEPCOHANBHBIX TAHHBIX IIPU UX 00paboTKe B MH(OPMAIIOHHBIX
cucTeMax NepcoHaIbHBIX AaHHbIX (Beimucka). PCTOK Poccun, 2008 rox
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-

dokumenty/379-bazovaya-model-ugroz-bezopasnosti-personalnykh-dannykh-pri-ikh-obrabotke-v-

informatsionnykh-sistemakh-personalnykh-dannykh-vypiska-fstek-rossii-2008-god

[puka3z OenepanbHO cayXKOBI IT0 TEXHUYIECKOMY H SKCIIOPTHOMY KOoHTpouto oT 11 ¢espans 2013 . N
17 "O0 yTBepxkaeHnN TpeOOBaHUH O 3aIIKTe HHPOPMAILIHHN, HE COCTABIIAIONICH TOCYIAPCTBCHHYIO
TaifHy, Co/iepXKalIencs B TOCY1apCTBEHHBIX HHOPMAIIMOHHBIX cucTeMax ' [ DJIeKTPOHHBIH pecypc].
http://fstec.ru/normotvorcheskaya/akty/53-prikazy/702-prikaz-fstek-rossii-ot-11-fevralya-2013-g-n-17

8.3. Ilpoepammnoe obecneuenue, npogeccuorHaivHvle 0a3bl OAHHLIX, UHDOPMAYUOHHO-
CNpAasouHble CUCHEMBI.
[TporpamMHoe oOecrieuenne, mnpodeccruoHalibHbie 0a3bl JaHHBIX, WH(MOPMAIMOHHO-
CIpaBOYHBIC CHUCTEMBI, TIPEAOCTaBIsieMble yrpaBieHueM wuHpopmaruzamun OI'BOY BO
«UyBalckuil rocygapcTBeHHbI yHuBepcuteT umeHu W.H. YibsHOBa» JOCTYNHBI MO CCBLIKE
http://ui.chuvsu.ru//*

8.3.1 IIporpammHOe obecnieueHue

Ne HaumenoBanme VYcnoBus qocTymna/ckaunBaHUs
/11
MS Windows/Arch linux UTHIIEH3HsI YHUBEpCHUTETa/ CBOOOIHOE JIMIICH3NOHHOE COTJIAIICHHE
(https://www.archlinux.org/download/)
MS Office/ LibreOffice UTHIIEH3HsT YHUBEpCHUTETa/ CBOOOIHOE JIMIICH3NOHHOE COTJIAIICHHUE
(https://ru.libreoffice.org/ )

8.3.2 basvl OanHbIX, UHGOPMAYUOHHO-CHPABOUHBIE CUCHEMbL

Ne HaumeHnoBanue YcnoBust ocTyna/ckaunBaHus
/m MPOTPAMMHOT0 00eCIeYeHH s
1. |Tapant U3 BHYTPEHHEW CeTH yHUBepcHuTeTa (I0roBop)*
2. |KoncyspraHt +
8.4. Pexomenoyemvle unmepHem-pecypcnvl U OMKpblmvle OHIAUH KYPCbL.
Ne HanmenoBanue VYcnosus gocryna
n/m
1. Poccuiickas ['ocynapcrBenHast bubnnoreka http://www.rsl.ru
2. TocymapcTBeHHas MyOaryHas Hay4HO-TexHudeckas | http://www.gpntb.ru
6ubmmnorexa Poccun
3. ®dynnamenranbHas 6udimortexa Hmkeropoackoro http://www.unn.ru/library
rOCYIapCTBEHHOTO YHHBEPCHUTETA
4. Hayunas 6ubmmorexa KazaHckoro http://Isl.ksu.ru
rOCYIapCTBEHHOTO YHHBEPCHUTETA
5. Hayunas snextpoHHas 6ubinnoreka http://elibrary.ru
6. [onnorexcToBast OMOIMOTEKA YUEOHBIX M y4eOHO- http://window.edu.ru

METOANYCCKUX MAaTCpHUAJIOB



http://ivo.garant.ru/#/document/70380924/paragraph/1:7
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/380-metodika-opredeleniya-aktualnykh-ugroz-bezopasnosti-personalnykh-dannykh-pri-ikh-obrabotke-v-informatsionnykh-sistemakh-personalnykh-dannykh-fstek-rossii-2008-god
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/380-metodika-opredeleniya-aktualnykh-ugroz-bezopasnosti-personalnykh-dannykh-pri-ikh-obrabotke-v-informatsionnykh-sistemakh-personalnykh-dannykh-fstek-rossii-2008-god
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/380-metodika-opredeleniya-aktualnykh-ugroz-bezopasnosti-personalnykh-dannykh-pri-ikh-obrabotke-v-informatsionnykh-sistemakh-personalnykh-dannykh-fstek-rossii-2008-god
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/379-bazovaya-model-ugroz-bezopasnosti-personalnykh-dannykh-pri-ikh-obrabotke-v-informatsionnykh-sistemakh-personalnykh-dannykh-vypiska-fstek-rossii-2008-god
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/379-bazovaya-model-ugroz-bezopasnosti-personalnykh-dannykh-pri-ikh-obrabotke-v-informatsionnykh-sistemakh-personalnykh-dannykh-vypiska-fstek-rossii-2008-god
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/379-bazovaya-model-ugroz-bezopasnosti-personalnykh-dannykh-pri-ikh-obrabotke-v-informatsionnykh-sistemakh-personalnykh-dannykh-vypiska-fstek-rossii-2008-god
http://fstec.ru/normotvorcheskaya/akty/53-prikazy/702-prikaz-fstek-rossii-ot-11-fevralya-2013-g-n-17
http://ui.chuvsu.ru/
https://ru.libreoffice.org/
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7. DekTpoHHO-0nbaMoTeuHas cucrema IPRbooks http://www.iprbookshop.ru

9. MarepuanbHO-TEeXHUYECKOE oOecrieueHne yueOHON AUCITUTUIHHBI.

Y4eOHble ayauTOpUW Ui JICKIMOHHBIX 3aHATHH MO JUCIMIUIMHE OCHAIICHBI
aBTOMAaTU3UpPOBaHHbIM  pabouum MectoM (APM) mnpenonaBarens, oOecreuyuBarOIIUM
TEMaTUYECKHE WIIOCTPALUU U JIEMOHCTPALMU, COOTBETCTBYIOIIME MTPOrPaAMME JIUCLUIUIMHBI B
coCTaBe:

- I[I5BM c¢ poctynoM B MHTEpHET (OIeparMoHHas cucTeMa, O(UCHBIC MPOTPAMMBEI,
AQHTUBUPYCHBIE IIPOIPAMMBI);

— MYJIbTUMEAUNHBIN MPOEKTOP C IUCTAHIIMOHHBIM YIIPABJICHUEM

- HAaCTEHHBIN JKpaH;

— uHTepaktuBHas gocka SMART;

Y4eOHble ayTUTOPUHN JUTS MPAKTHYECKUX, Ta0OPATOPHBIX U CAMOCTOSITEIBHBIX 3aHITUH IO
JUcuuIuiMHe ocHameHsl APM  mpenonpaBatenss M moib3oBarenbckuMu  APM 1o umcny
oOyuaromuxcsi, 00bEAMHEHHBIX JIOKATbHON CETHIO («(KOMIBIOTEPHBIN» KJIACC), C BO3MOKHOCTHIO
HNOJKIIOYEHUsT K ceTh VIHTepHeT W  JOCTYyNOM K 3JIEKTPOHHOM HMH(OPMAaLMOHHO-
oOpaszoBarenbHoil cpene PI'BOY BO «UyBamickuil rocy1apcTBEHHbI YHUBEPCUTET UMEHU
N.H. YiabsHoBay.

10. CpencTBa aganTtaiuy NpernoaaBaHus AUCIUILTAHBI K TOTPEOHOCTSIM JIMII C OTrPaHHYCHHBIMU
BO3MOYKHOCTSIMU

B cayuae HeoOxomumocTd, OOydYalOIIMMCS W3 YKCIA JIMIl C OTPAaHUYCHHBIMHU
BO3MOXKHOCTSIMHM 3JI0pOBbsl (IIO 3asBJICHHUI0 OOYy4aroIlerocsi) MOTYT Mpe/ularatbCsi OIHM U3
CIIEAYIOUIMX BapUaHTOB BOCHPHUATHS HHGPOpMALMK C YYETOM MX HHAMBUIYAIbHBIX
NCUXO0(U3UUECKUX OCOOCHHOCTEH, B TOM YUCJIE C NMPUMEHEHHEM JJIEKTPOHHOIO OOy4YEeHHs U
JUCTAHIIMOHHBIX TEXHOJIOTHIA:

- IUI JIML C HapyLIEHUSIMH 3pEHMs: B ME€YaTHOW (opMe YBEIMUYCHHBIM HIPpUPTOM; B
(dopme 3IIEeKTPOHHOIO JOKyMeHTa; B (opMme ayauodaiina (mepeBoa ydyeOHBIX MaTepuanoB B
aynuodopmar); B medatHoll (opme Ha s3bike bpaiins; MHIUBHIyanbHbIE KOHCYJIBTAIMH C
IpUBJICUECHHEM TH(IIOCYPIOTIEPEBOAUNKA; MHIUBUIYaIbHbIE 33/1aHUSI U KOHCYJIbTALIUH.

- JUIs JIUI] C HapylIeHWsMM cllyxa: B Ie4yaTHOM ¢opme; B (popme 3IeKTPOHHOTO
JIOKYMEHTA; BUJICOMaTepHallbl C CyOTUTpaMH; MHIMBUIyaJIbHbIE KOHCYJIBTALlMU C PUBJICYEHUEM
CYpAONEPEBOIUNKA; MHANBUIYAJIBHBIE 3a/1aHNS U KOHCYJIbTALIUH.

- JUISL JIMIL C HAapYIIEHUSIMH OMOPHO-IBUIaTeNIbHOTO amnmnapaTa: B medaTHOH ¢opme; B
dopMe >IEKTPOHHOTO [OKyMEHTa; B Qopme ayauodaiina, WHIUBUAYAIbHbIE 3alaHusi U
KOHCYJIbTAIMH.

11.Meroanueckrue peKOMEHJAIMH 110 OCBOEHUIO JUCLUITINHBI

B xome neKkuMOHHBIX 3aHATUN CTYIEHTY PEKOMEHAYETCS BECTH KOHCIEKTUPOBAaHUE
yueObHoro wmarepuana. Crnenyer oOpaimiaTe BHMMaHHE Ha KaTeropuu, (OpMYIHPOBKH,
pacKpbIBAIOIUE COJEP)KAHUE TE€X WJIM HHBIX SBJICHUM M MPOLECCOB, HayuHbIE€ BBIBOABI U
IIPAKTUYECKUE PEKOMEHJALMHU, TOJOXKUTENbHBI ONBIT B OparopckoM uckyccrtse. llpu
COCTaBJIEHMHM KOHCIIEKTA KEJIaTeJIbHO OCTaBJATh B pabOYMX KOHCIEKTaX MOJis, Ha KOTOPBIX B
JAIbHEWIIEM MOXKHO JelaThb IOMETKM W3 PEKOMEHJIOBAaHHOW JINTEpATyphl, AOIOJIHAIOIINE
MaTepuai NpOCIyIIaHHOM JIEKIMH, a TaK)Ke MOJUePKHUBAIOIINE 0COOYI0 BaXKHOCTh T€X WJIM MHBIX
TEOPETUYECKUX TIOJOKEHUH. B XoJe JEKUMOHHBIX 3aHATUH PEKOMEHAYETCS 3a/laBaTh
MPENnoAaBaTeNl0 YTOUYHSIONIME BOMPOCHl C LEIbI0 YSICHEHHS TEOPETHUECKUX IMOJIOKEHUH,
pa3peleHus CIOPHBIX CUTYalUi.

B xozme moArotoBku K J1abopaTOpHBIM paboTaM  pPEKOMEHAYETCS H3YYUTh OCHOBHYIO
JUTEpaTypy, O3HAKOMUTHCS C JOMOJHHUTEIbHOH JUTEpaTypoil, HOBBIMH IyOJIHKAIMSIMU B
nepuoAndeckux u3gaHusX. OCHOBOM [JIs1 BBIMOJHEHUS JAOOpaTOpHOM pPalOTHI SBISIOTCS
pa3paboTannble Kadempoll MeToAMYECKHE YKazaHus. PexoMmeHayercs nopabaThiBaTh CBOM
KOHCIIEKT JIEKIMH, Aeas B HEM COOTBETCTBYIOLIME 3allUCU U3 JINTEPATYpbl, pEKOMEHI0BaHHON
npernojiaBaTesieM MU IPelyCMOTPEHHOH pabouell mporpamMMod AUCHUILTUHBL. JKenaTenbHo
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MOJATOTOBUTh TE3UCHI JUISI BBICTYIUIEHMH MO BCeM Y4YeOHBIM BONpOCAM, BBIHOCHUMBIM Ha
NpakTU4YecKoe 3aHsATHe. [ 0TOBACH K TOKIIaay WK pedepaTuBHOMY COOOIICHUIO, PEKOMEHAYETCs
oOpaiaTbecsi 32 METOJUYECKON TTOMOIIBIO K MPEIo/1aBaTelio, COCTAaBUTh IIaH-KOHCIIEKT CBOETO
BBICTYIUICHHUS, TPOAYMAaTh MPUMEPHI C LETIbI0 00ECTICUeHUsI TECHON CBS3U M3y4aeMOW TEOPUH C
IpakTUKOW. B mpolecce MOArOTOBKM CTYACHT MOXET JIONOJHHUTH CIIMCOK HCIIOJIb30BAHHOM
JIUTEPATypbl COBPEMEHHBIMU UCTOYHHKAMHU, HE MPEICTABIEHHBIMUA B CIIMCKE PEKOMEHIOBAHHOMN
JUTEPaTypHl,

®opmMbl  OpraHmM3aliil  CTYJSHTOB Ha Jla0opaTopHbIX paboTax: (QpoHTampHAs U
unauBuayanbHas. [Ipu gpoHTansHOM Gopme opraHuzaluy 3aHATUNA BCE CTYICHTHI BBIMOIHIIOT
OJIHOBPEMEHHO OJHY U Ty ke padory. [Ipm mHauBUAyanbHOW (QopMe OpraHW3ald 3aHATUN
KQKJIbII CTYJEHT BBINOJHAET NHIMBHUIYAIIbHOE 3a/I1aHHE.

Ecin B pe3ynbTaTe BBITIOJNHEHUS JIaOopaTOpHOW pabOThl 3allIaHMpPOBAHA IMOATOTOBKA
MUCbMEHHOTO OT4YeTa, TO OTYET O BBHINOJHEHHONM pabore HeoOXoauMo odOopMIIATH B
COOTBETCTBUM C TpeOOBAaHUSMHU METONWYECKUX  yKa3aHWi. KadecTBO  BBITIOJHEHUS
71a00paTOpHBIX pabOT SBJISETCS BaKHOM COCTABISIONICH OLEHKU TEKyIIeH YCIeBaeMOCTU
00ydJaromerocs.
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